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ABSTRACT

Permissioned blockchain promises port communities better traceability, document integrity, and
coordination, yet deployment is constrained where data-protection, cybersecurity, electronic-
transactions, contract, and competition law diverge across jurisdictions. This study develops a
legal-responsive framework that translates regulatory requirements into governance and architec-
tural choices for permissioned blockchain systems in port ecosystems. Combining doctrinal le-
gal analysis, functional comparative synthesis, and design-science modeling, legal materials were
coded against five analytical dimensions — data governance, contractual and evidentiary validity,
accountability and liability, operational security, and competitive conduct — and compared across
Singapore, the Netherlands and the European Union, and Vietnam. The framework places a Layer 0
necessity-and-viability screen (S1–S4) ahead of four coupled design layers. The necessity question
is inherited from the do-you-need-a-blockchain decision frameworks; Layer 0 tightens it against the
strongest non-replicated alternatives — a threshold-signed multi-party log and a sector interoper-
ability standard — and adds institutional, economic, and legal tiers, so the screen can return the
answer not to deploy. A bounded pilot scenario for release-order and gate-event coordination at Cat
Lai Port translates the framework into measurable indicators and an ex-ante cost model, reported as
design assumptions. Formative ex-post probes against nine real platforms, a Monte Carlo analysis
of the cost rule, and a benchmark spanning both prior-art families returned one negative result: the
necessity questions predict adopted designs but not survival. This forced a disclosed repair — the
S4 viability question, stated in binding-commitment form — leaving the Cat Lai verdict conditional
on those commitments. Naturalistic validation through deployment remains necessary.

1. Introduction
Within port clusters — defined as geographical concen-
trations of interconnected maritime businesses and their
supporting infrastructures — the adoption of permissioned
blockchain networks holds a disruptive promise of facil-
itating real-time stakeholder collaboration by optimizing
transparency, security, and efficiency in a diverse array of op-
erational processes [1]. Singapore’s TradeTrust, for example,
issues electronic trade documents as blockchain-based tokens
whose legal status rests on the Electronic Transactions Act as
amended in 2021 [2], while several European ports have pur-
sued standardized data exchange for port-call optimization
through platforms such as PortXchange, which is a data-
sharing service rather than a distributed-ledger system [3].
Generated benefits are, however, substantially constrained by
the multiple legal systems that regulate these areas [4].

The global landscape of legal systems, each possessing
distinct approaches to data privacy, contract law, and regu-
latory compliance, creates a complex web of requirements

that blockchain implementations must navigate. Furthermore,
the inherent characteristics of blockchain technology, such as
its decentralized nature and cryptographic security, present
unique challenges to conventional legal concepts, necessi-
tating careful consideration and adaptation of existing le-
gal frameworks [5]. The long-term ability of decentralized
blockchain systems to evolve and sustain depends critically
on how governance structures are designed to absorb these
legal pressures [6].

Two considerations sharpen the problem. First, the most
consequential evidence available to the field is a failure rather
than a success: TradeLens, the largest maritime blockchain
platform yet attempted, was announced for discontinuation in
late 2022 because, in the operators’ own words, “the need for
full global industry collaboration has not been achieved” and
the platform had not reached commercial viability [7]. Subse-
quent analysis attributes the outcome to weak stakeholder en-
gagement, unclear governance, and confidentiality concerns
rather than to any legal prohibition [8], [9]. Legal compli-
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ance is therefore necessary but not sufficient, and a design
framework that optimises only for lawfulness may be solv-
ing the wrong constraint. Second, port-community data shar-
ing is conducted among firms that compete with one another,
which places these arrangements within the scope of compe-
tition law — a body of rules examined in competition-law
commentary but not yet operationalized as a design dimen-
sion in existing blockchain deployment frameworks [10], [11].
Both considerations are incorporated into the framework de-
veloped below. For transport research, they relocate the object
of study: the binding constraints on port-community coordi-
nation platforms turn out to be operator neutrality and reach-
able adoption volume — properties of the port ecosystem’s
market and institutional structure — rather than properties of
the ledger technology itself, and the framework is accordingly
as much an instrument for deciding against replication as for
configuring it.

Yet the specific implications of legal variation for
blockchain system design and deployment remain insuffi-
ciently addressed in current research — particularly in port
ecosystems where multiple jurisdictions, institutional man-
dates, and data governance regimes intersect simultaneously.
This paper contributes to filling this research gap by propos-
ing a conceptual framework that systematically maps legal
considerations to the technical and governance design of per-
missioned blockchain systems within the multi-jurisdictional
context of port operations [12].

Three research questions guide the inquiry:
RQ1. How do jurisdictional legal differences influence

permissioned blockchain architecture and operations in port
communities?

RQ2. What design strategies can mitigate legal-technical
trade-offs in permissioned environments?

RQ3. Under what conditions is a permissioned blockchain
the appropriate instrument at all, as against a signed append-
only database with interoperability interfaces?

RQ3 is posed first in the framework, as a screening gate,
so that the analysis does not presuppose the conclusion that
blockchain should be deployed.

The remainder of the paper is organized as follows. Section
2 reviews the legal, governance, competition, and stakeholder
literature relevant to the problem domain, examines the evi-
dence from failed consortia, positions the study against the
established law-and-architecture tradition, and consolidates
the design requirements the framework must satisfy. Section
3 describes the research methodology and the coding proto-
col. Section 4 presents the proposed framework, including the
Layer 0 necessity-and-viability screen and an explicit state-
ment of the framework’s claims and the evidence that would
disconfirm them. Section 5 applies the framework to Singa-
pore and to the Netherlands and the European Union as refer-
ence jurisdictions, then to Vietnam, develops a bounded pilot
scenario for Cat Lai Port, and subjects the framework to for-
mative ex-post probes (Sections 5.4–5.7). Section 6 discusses
theoretical and practical implications. Section 7 concludes
and states limitations and directions for future research.

2. Literature Review
Permissioned blockchain deployment in port communities in-
tersects the five analytical dimensions defined in Section 3.1
(Table 2): data governance, contractual and evidentiary va-
lidity, accountability and liability, operational security, and
competitive conduct. The following subsections review the lit-
erature on each in turn, then examine the stakeholder ecosys-
tem, the evidence from failed consortia, and the position of
this study relative to prior law-and-architecture scholarship.

2.1. Data Protection and the Immutability Conflict
The inherent characteristics of blockchain technology — par-
ticularly its cryptographic immutability — render the direct
modification or deletion of recorded data technically infea-
sible [13], presenting significant compliance hurdles under
stringent regulations such as the General Data Protection
Regulation, which mandates the “right to be forgotten” and
data accuracy [14]. Blockchain systems designed for multi-
stakeholder environments must therefore implement hybrid
architectures that balance on-chain immutability with off-
chain data management solutions to address these privacy
concerns [15]. Typically, these solutions involve storing sen-
sitive or personally identifiable information off-chain in en-
crypted databases, with only cryptographic hashes or proofs
of existence recorded on the distributed ledger [16], [17], [18],
[19].

This architectural response, however, is weaker than the
literature has generally assumed, and this paper treats that
weakness as a design constraint rather than a solved problem.
The European Data Protection Board has issued guidance ad-
dressed specifically to blockchain, which states that where
personal data is stored off-chain “it is important to recall that
the GDPR will still apply to that processing activity and that
the hash will also be considered personal data,” and that ver-
ifiability can be restricted only where the hash is produced
with “a randomly generated secret key or salt of a sufficient
size” [20]. The French data protection authority had earlier
reached a comparable position [21]. Three consequences fol-
low for design. First, an unsalted hash of a container number,
a consignee name, or a driver identifier is not an anonymiza-
tion measure. Second, the off-chain store is itself a distinct
processing operation requiring its own controller allocation,
retention schedule, and data protection impact assessment.
Third, erasure is effected not by deleting an on-chain record —
which cannot be done — but by destroying the salt and the
off-chain pre-image such that the residual on-chain state no
longer permits direct or indirect identification. Custody, rota-
tion, and destruction authority over salts and keys therefore
becomes a governance question, not merely a cryptographic
one. A distinct branch of the literature pursues the opposite
route — redactable or mutable ledgers that use chameleon
hashes or committee-controlled rewriting to make on-chain
data editable for erasure [22] — but this paper does not adopt
it, because it relocates trust into a redaction authority and un-
settles the evidentiary status of the record; the salted-hash-
plus-off-chain design is preferred precisely because it keeps
the ledger append-only while confining erasure to the gover-
nance of secrets.
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In practice, jurisdiction-specific responses differ.
Archipels, a French consortium founded in 2019 by
Caisse des Dépôts, EDF, ENGIE, and La Poste to pro-
vide blockchain-based document authentication, became
the subject of the first merger-control assessment of a pri-
vate blockchain consortium in Europe [23], while China’s
Blockchain-based Service Network includes localized data
storage protocols to comply with restrictions on cross-border
data flow under the Personal Information Protection Law [24].
The architectural compromise introduces complexity, neces-
sitating robust access control mechanisms and governance
protocols to manage the interplay between on-chain and
off-chain data components effectively [25]. Solutions such
as zero-knowledge proofs or homomorphic encryption have
emerged to enable verification without exposing personal
data [26]. Furthermore, the global nature of blockchain trans-
actions often leads to jurisdictional conflicts, where data
originating in one regulatory domain may be processed or
stored in another with differing legal requirements [27]. Self-
sovereign identity solutions coupled with robust consent
mechanisms have been proposed to let data subjects control
personal data while facilitating verifiable exchange [28], [29].
The high cost of on-chain storage and scalability limitations
further incentivize off-chain solutions for large volumes of
data, which must then be reconciled with immutability guar-
antees through careful architectural design [30].

2.2. Smart Contracts and Contract Law
Smart contract enforceability varies widely across legal sys-
tems. The UK Jurisdiction Taskforce of the LawTech Deliv-
ery Panel concluded that smart contracts are capable of giv-
ing rise to binding legal obligations under English law and
that a contract may be formed and evidenced by code [31],
a position summarized for practitioners by Makarova and
Maughan [32]. Conversely, civil law jurisdictions often re-
quire express legislative recognition or specific legal interpre-
tations to fully integrate smart contracts into their existing
contractual frameworks, particularly concerning consumer
protection and liability allocation [33]. The 2016 DAO exploit
illustrates these tensions: although technically correct in exe-
cution, the event raised crucial concerns about consent and
intent — highlighting that “code is law” may not override tra-
ditional equitable principles [34]. The OConsent protocol of-
fers one response, providing a privacy- and consent-aware ar-
chitecture that integrates smart contracts with off-chain legal
documentation and governance [35]. In cross-border contexts
such as maritime logistics, Singapore’s adoption of the Model
Law on Electronic Transferable Records is a notable step for-
ward — granting legal status to blockchain-based instruments
such as digital bills of lading [36], [37] — yet as of 2026 only
thirteen States and territories had enacted legislation based on
or influenced by that Model Law, and Vietnam was not among
them [38]. The challenge of achieving global harmonization
of smart contract enforceability therefore remains, as differ-
ing legal interpretations of contract formation, dispute reso-
lution, and governance persist [34]. Where deterministic ex-
ecution cannot accommodate unforeseen contingencies, the
practical remedy adopted in this paper is a hybrid instrument:

machine-executable logic bounded by a human-readable mas-
ter agreement that specifies governing law, evidentiary status,
and fallback procedures.

2.3. Governance, Jurisdictional Ambiguity, and
Integration Risk
Decentralized governance models prevalent in blockchain
networks frequently conflict with centralized legal and regula-
tory frameworks, generating jurisdictional ambiguity over ac-
countability, liability, and enforcement in multi-stakeholder
permissioned systems. The Tezos initial coin offering litiga-
tion (In re Tezos) illustrates this concretely: courts asserted
jurisdiction over a foundation using a globally distributed
blockchain even though the underlying smart contract and
assets were coded and held abroad [39]. This case under-
scores the complex interplay between technological decentral-
ization and traditional jurisdictional principles, highlighting
the persistent challenge of reconciling immutable, distributed
ledgers with established legal concepts of territoriality and
control [40]. Similarly, the increasing prevalence of Decen-
tralized Autonomous Organizations further complicates le-
gal accountability, as collective decision-making blurs tradi-
tional lines of participant liability and governance [41], [42],
[43]. The Liechtenstein Blockchain Act (2020) provides one
approach by offering legal recognition for token holders and
blockchain-based entities [44]. This jurisdictional dilemma
is intensified by the “code is law” paradigm often espoused
in blockchain communities, which clashes with established
legal systems that rely on human interpretation and judi-
cial discretion [45]. Sector-specific studies confirm that the
value of on-chain evidence in dispute resolution depends on
prior agreement about its evidentiary status rather than on the
ledger itself [46].

Integration into legacy systems and convergence with
other emerging technologies introduce layered legal and tech-
nical risks that existing frameworks struggle to address. Adap-
tive legal frameworks capable of addressing the rapid pace of
technological innovation are therefore needed [47]. Integra-
tion with Artificial Intelligence and the Internet of Things es-
calates these risks by expanding the attack surface [48]. Com-
parable tensions have been documented in other regulated
sectors: privacy-preserving blockchain designs in healthcare
illustrate the same trade-off between verifiability and confi-
dentiality [49], [50], while systematic reviews of the GDPR–
blockchain tension confirm that the conflict is structural
rather than implementation-specific [51]. Risk-management
studies in regulated industries reach the same conclusion
about the need for explicit governance of residual risk [52],
[53]. These considerations are treated here not as an indepen-
dent research theme but as inputs to the operational layer of
the framework, where monitoring, incident response, and pe-
riodic review are specified.

2.4. Competitive Conduct: A Design Dimension Not Yet
Operationalized in Existing Frameworks
A port community system is, by construction, an arrangement
in which competing undertakings exchange operational infor-
mation. Carriers that compete on the same trade lanes, ter-
minal operators that compete for the same calls, and freight
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forwarders that compete for the same shippers are asked to
write to and read from a shared ledger. In European Union
law this places the arrangement within the scope of Arti-
cle 101 of the Treaty on the Functioning of the European
Union, and the Commission’s horizontal cooperation guide-
lines set out when information exchange between competitors
becomes a restriction of competition [11]. The regulatory en-
vironment has recently become stricter rather than more per-
missive: the Consortia Block Exemption Regulation, which
had provided a safe harbor for liner shipping consortia, ex-
pired on 25 April 2024 after the Commission decided not to
renew it, with the consequence that operators must now self-
assess each cooperation arrangement against Article 101 [54].
That block exemption covered vessel-sharing liner consor-
tia rather than port-community data platforms, so its lapse
illustrates a stricter enforcement climate rather than the re-
moval of a safe harbor this class of arrangement ever enjoyed.
The Archipels merger-control assessment shows that compe-
tition authorities examine precisely whether a permissioned-
blockchain joint venture creates a channel for information ex-
change among rivals [23]. A body of scholarship has already
examined blockchain under competition law — Munari show-
ing that the cargo-data visibility of TradeLens could gener-
ate anti-competitive effects by making commercially sensi-
tive information available among competitors [10], alongside
broader analyses of anti-competitive agreements and abuse of
dominance in decentralized and permissioned systems [55],
[56], [57]. That work diagnoses the risk at the level of doc-
trine and enforcement; what it does not do — and what this
paper contributes — is to operationalize competitive conduct
as a generative design dimension inside a deployment frame-
work, on the same footing as data protection and evidentiary
validity.

Vietnamese law contains a functionally comparable con-
straint. The Law on Competition prohibits agreements be-
tween enterprises on the same relevant market that fix prices,
divide markets or customers, or restrict output, and addi-
tionally prohibits other agreements where they cause or
may cause a significant anti-competitive effect [58]. Neither
regime prohibits port-community data sharing as such; both
require that the design of the sharing arrangement be justified.
This has direct architectural consequences — minimization
by competitive sensitivity, aggregation and delay of commer-
cially sensitive fields, tiered access, and neutrality of the oper-
ating entity — and it is therefore incorporated into the Legal
Layer as a fifth dimension rather than left as a compliance
afterthought.

2.5. Stakeholder Ecology in Port Communities
2.5.1. Participatory design and legal sensitivity
Permissioned blockchain deployment in multi-stakeholder
port communities requires participatory design that integrates
legal sensitivities from the outset, involving port authori-
ties, shipping companies, customs agencies, and technology
providers in an iterative co-design process. This iterative pro-
cess helps to build consensus among stakeholders, which
is crucial for the long-term viability and successful adop-
tion of complex distributed ledger technologies in a highly

regulated environment [13]. The active involvement of le-
gal experts throughout the design and implementation phases
is paramount to translate regulatory requirements, such as
data protection principles and smart contract enforceability,
into concrete technical specifications and operational proto-
cols [59].

2.5.2. Trust, transparency, and interoperability
Successful deployment in port communities depends not only
on cryptographic assurance but also on institutionally credi-
ble governance arrangements through which participants can
understand who validates transactions, who can access data,
and how disputes are escalated. Trust must therefore be de-
signed simultaneously at the technical level — identity, log-
ging, access control — and at the collaborative-governance
level — participation rules, transparency commitments, and
shared procedures for exception handling [60], [61], [62].
In practice, interoperability requires common data models,
API-based integration with legacy port systems, and legal
agreements clarifying the evidentiary status of shared records
across organizational boundaries [63], [64]. Standardized in-
formation exchange has been examined as a route to environ-
mental and efficiency objectives in maritime transport, which
broadens the set of beneficiaries beyond the immediate trans-
acting parties [65] and connects port-community design to
the wider literature on shared industrial infrastructure [66].

2.5.3. Legal enablement and cross-sectoral coordination
Legal enablement strategies for permissioned blockchain sys-
tems in port communities must focus on developing adapt-
able regulatory sandboxes and industry-specific guidelines
that bridge the gap between existing legal frameworks and
novel technological capabilities. Cross-sectoral coordination
is paramount, bringing together legal professionals, technol-
ogy developers, and maritime industry experts to co-create
solutions that are both legally compliant and technologically
innovative [64]. This collaborative effort facilitates the har-
monization of diverse legal interpretations and technical stan-
dards across jurisdictions [67], and can lead to industry-led
consortia that define best practices and self-regulatory mech-
anisms [68], [69], [70]. Table 1 sets out the roles of four-
teen stakeholder groups in permissioned blockchain ecosys-
tems within port communities. The list is constructed from
the question “who is affected by the system” rather than “who
operates it,” which brings in trade-finance and insurance inter-
ests, foreign customs authorities, small shippers, and port la-
bor. The addition is not cosmetic: a bill of lading is a transfer-
able instrument with financing value, so banks issuing letters
of credit and protection-and-indemnity insurers determine in
practice whether an electronic instrument is acceptable, irre-
spective of whether the consortium considers it valid.

2.6. Evidence from Consortium Failures
The literature reviewed above is drawn almost entirely from
platforms that were operating at the time of writing, which
introduces a survivorship bias into the design requirements
the field has derived. The single most informative case in
maritime blockchain is a discontinued one. TradeLens, de-
veloped by A.P. Moller – Maersk and IBM and at its peak
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the largest platform of its kind, was announced for discon-
tinuation on 29 November 2022 and taken offline in the first
quarter of 2023. The stated reasons were that “the need for
full global industry collaboration has not been achieved” and
that the platform “has not reached the level of commercial
viability necessary to continue” [7]. A case analysis con-
ducted through the lens of commons theory attributes the
failure to a lack of stakeholder engagement, unclear gover-
nance, and confidentiality concerns [8]; a broader study of
blockchain technology providers identifies founder power
concentration and centralized decision-making as recurring
failure mechanisms [9]. Reviews of the maritime landscape
reach a similar conclusion about the gap between technical
feasibility and institutional adoption [73]. Broader adoption
research corroborates the diagnosis: a study of blockchain
adoption in the maritime supply chain identifies operator
neutrality, stakeholder salience, and reachable critical mass
as decisive barriers [74], and a critical review of adoption
models prompted by the TradeLens discontinuation, together
with a case reconstruction of the platform, reaches the same
conclusion about the need for industry-wide collaboration
and adaptive governance [75], [76].

Two design requirements follow, and neither is derivable
from the legal literature alone. First, the neutrality of the
operating entity is a precondition rather than a governance
preference: competitors will not write commercially sensitive
events to a ledger controlled by one of their number, how-
ever lawful the arrangement. Second, participation reaches a
critical mass or the network produces no coordination bene-
fit, which means that onboarding cost for the smallest partici-
pants is a design variable of the same order as cryptographic
assurance. The framework in Section 4 accommodates both:
Section 4.2 (S4) states the critical-mass condition as an ex-
plicit gate, and Section 4.6 states the neutrality boundary con-
dition.

2.7. Positioning Against Prior Law-and-Architecture
Scholarship
The proposition that legal requirements should be embed-
ded in technical architecture rather than appended to it is
not new, and this paper engages the scholarship in which it
originates. Lessig argued that law, architecture, norms, and
markets operate as interacting modalities of regulation and
that law frequently regulates indirectly by regulating archi-
tecture [77]. Hildebrandt developed the distinction between
“legal by design,” where compliance is hard-coded, and “le-
gal protection by design,” where the architecture preserves
the contestability that legal protection requires [78], [79].
Finck examined the co-production of European Union law
and blockchain architecture and separated the governance
of blockchain from governance by blockchain [80]. De Fil-
ippi and Wright advanced a parallel argument about the rule
of code [81]. Within blockchain governance specifically,
van Pelt and colleagues developed a multi-layer governance
framework with six dimensions [82], and systematic reviews
have mapped governance across architectural and process
layers [42], [83]. Closest to the present design are two re-
cent frameworks: a pattern-oriented, four-layer reference

architecture for governance-driven blockchain systems [84],
and a framework that aligns stakeholder interests, gover-
nance requirements, and blockchain design “control points”
in business–government information sharing [85]; a parallel
strand in the data-protection literature proposes compliance-
by-design combinations of off-chain storage, keyed hashing,
redactable ledgers, and consortium governance [86]. A fur-
ther body of prior art must be named, because it anticipates
the form of Layer 0 directly: the “do-you-need-a-blockchain”
decision frameworks of the late 2010s. Wüst and Gervais’s
widely used decision tree asks whether multiple writers ex-
ist and whether an always-online trusted third party can be
used, and returns “don’t use blockchain” for most paths [87];
the NIST blockchain overview reproduces a flowchart of
the same logic [88]; and Pedersen, Risius, and Beck offer
a ten-step decision path for managers [89]. The conclusion
that most candidate applications do not need a blockchain
has therefore been the consensus of that literature since 2018,
and this paper does not claim it as a discovery.

Against that background, the contribution claimed here
is deliberately narrow. The layered form is inherited, not in-
vented. What this paper adds is threefold, and each element
is stated as a residual over the prior art just named. First, it
makes jurisdiction-specific legal obligation the input to the
layering, rather than treating law as an undifferentiated con-
straint; the comparative reading in Section 5 shows that the
same framework produces materially different design pos-
tures across three legal environments — a dimension no de-
cision tree in the 2018 family carries. Second, relative to that
family, Layer 0 is not the invention of the necessity question
but a tightening and extension of it in three specific respects:
(i) where the 2018 trees test necessity against a weak null al-
ternative — a conventional centralized database — S3 tests
it against the strongest non-replicated designs — a mutually
notarized threshold-signed log, and a sector interoperability
standard — so the region in which blockchain survives the
screen is deliberately narrower; (ii) where the trees ask ab-
stractly whether a trusted third party “can be used,” S1 re-
quires the question to be answered institutionally, against a
list of named candidate keepers with their mandates exam-
ined (Section 5.3.1 does this for three candidates at Cat Lai);
and (iii) the trees contain no economic gate at all, whereas
S4 conditions deployment on the participation economics of
Equations (2)–(3). Third, and most substantively, the paper
provides an article-level reading of the Vietnamese instru-
ments and derives from it a design posture that the compar-
ative literature cannot currently express, because that litera-
ture operates with a binary distinction between jurisdictions
that have enacted the Model Law on Electronic Transferable
Records and those that have not, and Vietnam occupies a third
position: electronic transactions are broadly enabled, while
transferable trade documents remain governed by sector-
specific rules. Relative to the governance architectures and
the decision-tree family alike, the distinguishing combination
is therefore the strongest-null necessity test, the institutional
and economic gates, the jurisdiction-specific generative input,
and the explicit competition dimension — rather than either
the layered form or the necessity question itself.
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Table 1. Stakeholder roles and legal-technical contributions in permissioned blockchain design

Stakeholder Primary role Legal contribution Technical contribution

Port authorities System oversight, regulatory
enforcement

Ensure compliance with port regulations, customs
law, maritime codes

Define node architecture, access levels,
audit trails

Shipping companies Data providers and users Align smart contract terms with commercial
shipping agreements

Provide operational data, integrate with
cargo management systems

Customs agencies Regulatory enforcement,
border control

Enforce compliance with import/export laws,
validate data retention and disclosure standards

Validate documents, interface with
national customs systems

Technology providers System developers and
integrators

Translate legal requirements into system design Develop infrastructure, implement
cryptographic features, identity
management

Legal experts / law firms Legal advisory and
compliance verification

Interpret jurisdictional laws, draft binding contract
frameworks, ensure data sovereignty

Collaborate on smart contract
enforceability, provide audit guidelines

Logistics operators /
freight forwarders

Supply chain orchestrators Ensure documentation matches regulatory
requirements

Integrate IoT and tracking data, trigger
smart contract events

Government bodies /
legislators

Policy shaping, standard
setting

Define regulatory sandboxes, cross-border legal
alignment, dispute resolution mechanisms

Enable API-level access for national legal
registries or digital ID validation

Consortia / industry
alliances

Cross-sector coordination
and standardization

Develop model legal agreements, governance
templates

Define interoperability standards, test
cross-platform operability

Academia / research
institutions

Knowledge support, testing
and evaluation

Propose new governance models, assess legal risks
in design phase

Prototype systems, assess scalability,
support pilot testing

Shippers and small
import-export firms

Data subjects and cost
bearers

Bear consent, disclosure, and onboarding
obligations without in-house legal capacity

Require low-cost, low-integration access
channels

Trade-finance banks Financiers of the underlying
transaction

Determine whether an electronic instrument
satisfies documentary credit requirements

Require verifiable presentation and
title-transfer evidence

Insurers and P&I clubs Risk carriers Determine insurability of electronic title documents
and allocate loss

Require auditable provenance and
non-repudiation evidence

Foreign customs
authorities

Recognition gatekeepers at
destination

Decide admissibility of consortium-issued
documents in their own procedures

Require interoperable formats and
verifiable signatures

Port labor and hauliers Affected operators of the
physical process

Hold collective-bargaining and employment
interests in process automation

Determine feasibility of gate-event capture
at the point of work

Source: authors’ synthesis from [59], [60], [62], [64], [67], [68], [71], [72].

2.8. Summary and Research Gap
The literature reveals substantial progress in addressing in-
dividual dimensions of blockchain deployment in port com-
munities. Technical frameworks for blockchain applications
in maritime supply chains have established the architec-
tural possibilities available to system designers [62], [64].
Privacy-preserving design studies have elaborated GDPR-
compliant techniques — including off-chain storage, cryp-
tographic hashing, and zero-knowledge proofs — that par-
tially reconcile blockchain immutability with data subject
rights [16], [19], [26]. Blockchain governance scholarship
has identified the institutional accountability structures and
role-allocation mechanisms that permissioned networks re-
quire [42], [71], [72], [82], [83]. Studies on stakeholder coor-
dination in port communities have further demonstrated that
trust and interoperability cannot be achieved through techni-
cal design alone but depend equally on institutional gover-
nance arrangements [59], [60], [64].

However, these contributions remain partial and discon-
nected in four respects. First, existing frameworks treat le-
gal compliance as a downstream checklist rather than an up-
stream design variable — legal requirements are mapped onto
architectural choices after the system has been conceptual-
ized, rather than driving those choices from the outset. Sec-

ond, no existing study provides a cross-jurisdictional integra-
tion mechanism: the literature addresses GDPR compliance,
or smart contract enforceability, or governance accountabil-
ity, but not their interaction under conditions of jurisdictional
divergence — the defining condition of multi-stakeholder
port ecosystems. Third, the literature lacks a structured adap-
tation mechanism for responding to legal change over time;
existing models are static snapshots rather than adaptive gov-
ernance instruments. Fourth, although competitive conduct
has been examined in competition-law commentary [10],
[55], it has not been operationalized as a design dimension
in existing deployment frameworks, even though every port-
community arrangement is an information exchange among
rivals and the European safe harbor for shipping consortia has
now lapsed [54]. These gaps collectively point to the need for
an integrated framework that begins with jurisdiction-specific
legal obligations, translates those obligations systematically
into governance and architectural design choices, and embeds
a feedback mechanism for adapting to regulatory change —
all calibrated to the particular multi-stakeholder ecology of
port communities.
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3. Methodology
This study adopts a qualitative multi-method design that com-
bines doctrinal legal analysis, functional comparative syn-
thesis, and design science-inspired conceptual modeling to
examine how legal frameworks shape the design of permis-
sioned blockchain systems in multi-stakeholder port commu-
nities. The methodological logic follows design science re-
search in that the study builds an artifact — a legal-responsive
framework — from a clearly specified problem domain [90],
[91]. Design science distinguishes the construction of an ar-
tifact from its evaluation. The present paper completes con-
struction and then subjects the artifact to a set of formative,
artificial, ex-post robustness probes in the sense of Venable,
Pries-Heje, and Baskerville: multi-case comparison against
independent real-world platforms, simulation of its cost logic,
and a benchmark of competing frameworks, each scored
against criteria fixed in advance (Section 5.4) [92], [93]. Two
qualifications bound what these probes can show. First, in
the FEDS framework artificial evaluation is the weakest ev-
idential tier — Venable and colleagues note that to the ex-
tent an artificial setting is unreal, results may not correspond
to real use — so the probes test coherence, external consis-
tency, and robustness, not efficacy; they do not change the
paper’s evidential class. Second, the probes are reported with
their failures: the multi-case episode returned a negative re-
sult against one of the pre-stated criteria, which prompted
a disclosed repair to the artifact (Section 4.2, S4). Natural-
istic evaluation with intended users remains the outstand-
ing step and is specified in Section 7.2. Section 5 is there-
fore an application (Sections 5.1–5.3) followed by formative
artificial probes (Sections 5.4–5.7), not an empirical case
study.

3.1. Unit of Analysis and Analytical Dimensions
The unit of analysis is the legal-technical design de-
cision. Legal materials were selected using three cri-
teria: (i) direct relevance to electronic trade doc-
uments, data protection, cybersecurity, smart con-
tracts, competitive conduct, or port-community data ex-
change; (ii) current normative force or authoritative
guidance in the jurisdiction examined; and (iii) opera-
tional significance for permissioned blockchain deploy-
ment.

A single set of five dimensions is defined in Table 2 and
used throughout the paper, from the abstract to the compar-
ative application. Each dimension carries sub-codes, which
are the units actually applied to the text of each instru-
ment. The comparative tables in Section 5 additionally report
three context descriptors — institutional coordination model,
legacy-system integration, and indicative design posture —
which are not legal dimensions but describe the environment
in which the legal dimensions operate, and are labeled as
such.

Table 2. Analytical dimensions, sub-codes, and design relevance

Dimension
Sub-codes applied to each
instrument

Primary design
determinant
affected

D1. Data
governance and
cross-border
transfer

Lawful basis; purpose limitation;
minimization; data-subject
rights; controller / processor /
joint-controller allocation;
localization duties;
outbound-transfer conditions

Lawful data location
and transfer

D2.
Contractual
and evidentiary
validity

Validity of data messages;
electronic signature status;
transferable-record recognition;
smart-contract recognition;
sector-specific carve-outs

Evidentiary and
contractual validity
of records

D3.
Accountability
and liability

Role allocation; liability
apportionment; forum selection
and governing law; audit and
reporting duties

Liability, audit, and
reporting obligations

D4.
Operational
security

Authentication duties; log
retention; incident reporting;
cooperation with competent
authorities;
critical-infrastructure
classification

Hosting, logging,
and
incident-response
design

D5.
Competitive
conduct

Prohibited agreements between
undertakings on the same
relevant market; abuse of a
dominant position and
essential-facility access;
information-exchange
assessment; block-exemption
availability; merger-control
exposure of joint ventures;
data-portability and
interoperability duties

Data granularity,
latency, access
tiering, operator
neutrality, and
open-access
obligations

Source: authors’ construction. The full instrument-by-dimension coding matrix is
given in Appendix A.

3.2. Comparative Logic
For the comparative phase, the tertium comparationis is
the functional question of how each jurisdiction enables or
constrains legally reliable digital transactions among port-
community actors [94]. The comparison is framed as a social
problem posed identically to each jurisdiction: on what con-
ditions can party B rely on an electronic record originated by
party A, and what must the system do to make that reliance
lawful? Functional equivalents are then sought in each system
irrespective of the doctrinal label under which they appear.

The reference jurisdictions are Singapore and the Nether-
lands within the European Union legal order; Rotterdam and
Cat Lai appear as port-level illustrations within their respec-
tive jurisdictions, not as comparators, since a port has no leg-
islative competence in data protection.

3.3. Coding Protocol
The coding protocol is stated explicitly so that the analysis
can be reproduced. A codebook was constructed from the
sub-codes in Table 2, with a decision rule for each sub-code
specifying what textual evidence counts as a positive cod-
ing. Each instrument was read in full and coded provision
by provision against the codebook; the resulting instrument-
by-dimension matrix is reported in Appendix A. Coding was
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carried out by the two authors responsible for legal-source
compilation and for comparative legal design, working from
the primary text in each case, with disagreements resolved by
joint re-reading of the provision. Because this was consensus
coding rather than independent double-coding, an inter-coder
reliability coefficient cannot meaningfully be computed; we
state this plainly rather than report a spurious statistic. Re-
producibility rests instead on two artifacts made available
with the paper: the full codebook, with a decision rule for
each sub-code, provided as supplementary material, and the
instrument-by-dimension matrix in Appendix A. Where an in-
strument was silent on a sub-code, silence was coded as such
rather than inferred, and this is visible in Appendix A.

3.4. Research Phases
1. Phase 1 – Doctrinal legal analysis. Relevant statutes, reg-
ulations, model laws, and institutional guidance — includ-
ing the GDPR, the EDPB blockchain guidelines, the PIPL,
eIDAS, the UNCITRAL Model Law on Electronic Transfer-
able Records, the horizontal cooperation guidelines under Ar-
ticle 101 TFEU, and selected Vietnamese legal instruments —
were interpreted to identify binding obligations, permitted de-
sign space, and legally sensitive failure points for blockchain
deployment in port ecosystems.

2. Phase 2 – Comparative synthesis. The coded legal ma-
terials were compared across jurisdictions to identify func-
tional convergence and divergence. This step translates doc-
trinal variation into comparable design problems.

3. Phase 3 – Conceptual modeling. The comparative find-
ings — recorded in full in the instrument-by-dimension ma-
trix of Appendix A — were used to populate an inherited lay-
ered form: a screening gate placed ahead of four coupled lay-
ers linking legal requirements to governance structures, sys-
tem architecture, and operational controls. The layered form
itself is taken from prior blockchain-governance scholarship
(Section 2.7); the contribution of this phase is the population
of that form from jurisdiction-specific coded material and the
addition of the screening gate, not the invention of layering.
The resulting model is prescriptive rather than predictive.

4. Phase 4 – Claim specification and disconfirmation de-
sign. The framework’s substantive claims are stated as propo-
sitions with boundary conditions, together with the designs
the framework excludes and the observations that would dis-
confirm it (Section 4.6), so that the framework is a theory
testable against evidence rather than a taxonomy that no ob-
servation can contradict.

To demonstrate contextual relevance, the framework is ap-
plied to Singapore and to the Netherlands and the European
Union as reference jurisdictions and then to Vietnam through
a scenario-based policy and architecture assessment. These
applications are analytical rather than empirical case stud-
ies, and are evaluated ex-post in Sections 5.4–5.7. Figure 1
presents the workflow, which is iterative rather than purely
linear: scenario application refines the framework, while the
framework in turn structures subsequent legal comparison
and design revision.

4. Conceptual Framework Development
4.1. Theoretical Anchoring
The proposed framework is grounded in three complemen-
tary literatures: design science research, which justifies the
construction of a normative artifact for solving a class of
design problems [90], [91]; functional comparative law,
which supports comparison on the basis of equivalent reg-
ulatory problems rather than formal doctrinal labels [94];
and blockchain governance studies, which show that institu-
tional rules, technical architecture, and operational controls
are co-produced rather than independent [42], [62], [82].
Its normative premise — that legal protection must be in-
scribed in architecture rather than appended to it — is in-
herited from Lessig and from Hildebrandt, and the layered
form from blockchain-governance scholarship. What this
framework adds to that tradition is not anticipated by the law-
and-architecture works it builds on: a screening gate whose
necessity core descends from the decision-tree family and is
tightened here (Section 2.7), and the treatment of provision-
level legal obligation as a generative design input rather than
a downstream constraint. It is therefore an operationalization
of legal protection by design for one class of systems, but a
non-trivial one [77], [78], [80].

4.2. Layer 0: Necessity and Viability Screening
The framework begins by asking whether a permissioned
blockchain is the appropriate instrument at all — a ques-
tion worth posing because every substantive recommen-
dation the framework produces has the effect of moving
data off the chain. Personal data is held off-chain; au-
thoritative documents are held off-chain; contractual fall-
backs are held off-chain; existing customs and terminal sys-
tems are not replaced. What remains on-chain is a times-
tamped, access-controlled log of hashes and status events.
A signed append-only database with interoperability in-
terfaces can produce the same artifact at materially lower
cost, and a framework that never tests this is at risk of
rationalizing a technology choice rather than evaluating
it.

Layer 0 therefore poses four screening questions in se-
quence:

S1. Is there an institutionally available third party that all
intended participants would in fact accept as the sole keeper
of the authoritative record? Availability here means more
than legal possibility: the candidate must be reachable at ac-
ceptable cost, be free of a commercial stake in the transac-
tions it records, and be acceptable to every participant. Where
such a party exists, a conventional shared system adminis-
tered by it is the lower-cost design and the screen is not
passed.

S2. Does the process require multiple organizations to
write to a shared record with non-repudiation, such that
no single participant can be trusted to maintain the au-
thoritative sequence of events? If writing is effectively
single-sourced, replication adds cost without adding assur-
ance.
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Figure 1. Iterative methodological workflow for framework development and scenario-based refinement
Source: authors’ synthesis based on design science research and the functional comparative-law method [90], [91], [94].

S3. Would a non-replicated alternative satisfy the same evi-
dentiary and coordination requirements? The alternative must
be taken in its strongest available form, of which there are two:
a mutually notarized, threshold-signed, append-only log ad-
ministered by a neutral convener, delivering multi-party non-
repudiation and tamper-evidence without a replicated consen-
sus machine; and a sector-wide interoperability standard with
competing conformant platforms — the path container ship-
ping has taken for the electronic bill of lading through the
DCSA standards, which requires neither a single keeper nor
a shared ledger [95]. If either form suffices, that design should
be preferred, because it supplies the coordination assurance
at lower cost than replication.

S4. Do the binding routing commitments of the essential
participant classes — take-or-pay minima or equivalent char-
ter obligations, not statements of intent — sum to at least the
break-even volume Q(be) of Equation (2), and is the participa-
tion condition of Equation (3) satisfiable for every essential
participant? The commitment form of this question is delib-
erate. Demand forecasts for infrastructure are both systemati-
cally optimistic — transport demand forecasts err by on the or-
der of a factor of two, with strategic misrepresentation a docu-
mented mechanism [96] — and strategically gameable in this
setting, since Section 5.3.3 identifies the incumbent platform
provider as the participant most likely to violate Equation (3):
a gate keyed to a forecast would let an incumbent kill a pilot
with a low number or a promoter inflate one with a high num-
ber. Commitments are costly signals that neither party can
issue insincerely without consequence, and where commit-
ments are not yet obtainable, the fallback is a reference-class
forecast in Flyvbjerg’s sense — anchored on the realized vol-
umes of comparable consortia (Table 7), adjustable upward
only against binding commitments — never an unanchored
participant forecast. The reference class must match the adop-
tion regime: for a voluntary-usage workflow the anchor is the
realized volumes of Table 7; for a workflow whose channel an
authority or operator can mandate, the anchor is the realized
volume of the incumbent channel itself — at Cat Lai, the ePort
delivery-order volume. Because the sample contains no port-
coordination failure (Section 7.1), a voluntary-regime port
forecast has no domain-matched reference class, which is a
further reason commitments, not forecasts, are the primary ad-

missible evidence at S4, and the forecast route is a bridge only,
never a substitute. Two further disciplines bound this question.
First, because Q(be) itself depends on the participant set, the
datasets, and the transfer routes (Section 5.3.3), S4 is an ex-
istence condition for a joint fixed point of commitments and
cost, not a comparison against a fixed threshold. Second, a
stopping rule for the screen as a whole: Layer 0 comprises
the inherited necessity core S1–S3 — each a cost-dominance
test against a non-replicated design delivering the same assur-
ance — and admits additions only where they are derivable
a priori from the participation constraints of Equations (2)–
(3); S4 itself is Equation (3) promoted from the cost model to
the gate — a procedural reordering of machinery the frame-
work already contained, not a new theoretical element — and
the same rule is what prevents the screen from accreting an
S5, S6, and so on as new failure modes are observed: a fail-
ure cause that cannot be expressed as a violation of the par-
ticipation constraints is recorded as a scope limit, not ab-
sorbed as a new gate. One further discipline closes a loop
the framework itself opened: the commitment round is an ar-
rangement among competing undertakings and therefore falls
within dimension D5 before it can serve as a gate input. Indi-
vidual take-or-pay levels are commercially sensitive forward-
looking information, so commitments are collected bilaterally
by the participant-independent operating entity and disclosed
horizontally only as the aggregate sum tested against Q(be),
never as individual figures; and the commitments’ compati-
bility with Article 101(3) TFEU and Articles 11–12 of the
Law on Competition is documented as an ancillary-restraint
self-assessment in the competition-compliance charter. That
the framework’s own viability gate is disciplined by its own
competition dimension is a consistency requirement, not an
afterthought. S4 was not part of the screen as originally con-
structed; it was added when the multi-case evaluation of Sec-
tion 5.5 showed that S1–S3 predict the design real platforms
adopt but not whether they survive. The provenance is dis-
closed deliberately, and Section 7.2 specifies the prospective
test the repair still owes.

A permissioned blockchain is indicated only where S1 is
answered negatively, S2 affirmatively, S3 negatively, and S4
affirmatively. This gate is what allows the framework to re-
turn the answer “do not deploy,” and it is the reason the frame-
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work can be described as prescriptive rather than merely de-
scriptive. Applied to the Vietnamese scenario in Section 5.3,
S1–S3 are passed for release-order and gate-event coordina-
tion — where carriers, terminals, and hauliers each dispute
the others’ record of what was authorized and when — and
are not passed for document storage, which is accordingly
kept off-chain; S4 remains undetermined for Cat Lai until
binding routing commitments exist, so the screen’s answer
there is conditional, not an endorsement.

Because S3 is tested against a threshold-signed multi-party
log and a sector interoperability standard, and not merely
against a single-administrator database, the region in which
the screen’s answers jointly indicate a blockchain is narrow.
It is the case in which a neutral convener is acceptable enough
to the participants to coordinate the consortium at all, yet
not trusted enough by competing participants to be the sole
keeper of one signed log even under independent attestation,
so that assurance must be placed in a replicated consensus
protocol rather than in any single administrator’s process —
the condition the TradeLens experience documents. Where
the assurance margin between a threshold-signed log and a
replicated ledger is too small to justify the additional cost,
the framework’s default is to return the multi-party log and to
treat the blockchain as an exception that must be affirmatively
earned. A screen that defaults against replication rather than
toward it is the strongest form of the necessity claim, and it is
what distinguishes a framework that evaluates the technology
from one that presupposes it.

4.3. Framework Architecture: The Four Design Layers
The choice of four layers follows the logic of how compliance
constraints travel through a permissioned blockchain system
in port ecosystems. The Legal Layer defines the binding nor-
mative environment; the Governance Layer translates those
norms into decision rights, accountability, and dispute pro-
cesses; the Architectural Layer encodes those choices into
data location, identity, consensus, and interface design; and
the Operational Layer governs day-to-day execution, audit-
ing, exception handling, and inter-organizational interoper-
ability [71], [72].

1. Legal Layer – captures data-protection, electronic-
transactions, contract, cybersecurity, jurisdictional,
competitive-conduct (both anti-competitive agreements and
abuse of a dominant position), and data-portability require-
ments, following dimensions D1–D5 of Table 2.

2. Governance Layer – allocates roles, validation au-
thority, liability, escalation rules, salt and key custody, and
change-management responsibilities.

3. Architectural Layer – defines on-chain/off-chain data
placement, salting and selective disclosure, identity and ac-
cess controls, node design, and middleware integration.

4. Operational Layer – specifies audit routines, exception
handling, monitoring, interoperability processes, data protec-
tion impact assessment review, and compliance review cy-
cles.

The layers are analytically distinct but operationally cou-
pled. Legal change can trigger governance redesign; gov-
ernance rules constrain architectural options; architectural

choices determine what can be monitored operationally; and
operational feedback — such as audit findings, incidents, or
interoperability failures — feeds back into governance review
and, when necessary, legal reassessment. Figure 2 visualizes
the screening gate, these vertical dependencies, and the feed-
back loops that connect them.

4.4. Legal-to-Design Mapping
To operationalize the framework, this section maps key legal
requirements to their corresponding technical design implica-
tions. Each legal mandate is analyzed for its impact on sys-
tem architecture and is paired with feasible design solutions
or mitigation strategies. Table 3 summarizes these relation-
ships. The first row is worth emphasising: off-chain storage
is not a solution to the right to erasure but a reallocation of
that obligation onto key-lifecycle management, developed in
Section 4.4.1.

4.4.1. Secret Lifecycle: Reconciling Erasure, Verification,
and Mandatory Retention
The salted-hash architecture creates a tension that the map-
ping in Table 3 states but does not resolve, and that this subsec-
tion addresses directly. The same salt that a controller must
destroy to effect erasure is the value a counterparty needs in
order to verify an on-chain commitment; a design must there-
fore decide, per field, whether verifiability or erasability is
the governing requirement. Three rules follow. First, salts are
scoped per data subject and per record, not shared across a
batch, so that destroying one subject’s salt to satisfy an era-
sure request does not disable the proofs on which other parties
in the same transaction rely. Second, verification is granted to
a counterparty by disclosing the pre-image and salt through
a governed off-chain channel for the duration of the verifica-
tion, not by embedding the salt on-chain; the on-chain com-
mitment remains a bare salted hash. Third, and most conse-
quentially for Vietnam, the erasure duty must be reconciled
with mandatory-retention duties that point the other way —
Decree 53/2022 requires local retention of specified data for
at least twenty-four months once triggered and of logs for
at least twelve months, and customs records are retained for
years — so the governance layer maintains, per dataset, a
retention-versus-erasure precedence table that records which
duty prevails and until when. Because destruction of a se-
cret is a negative fact that cannot be audited by inspecting
the ledger, the framework treats proof of destruction as a
governance obligation discharged through logged, witnessed
key-destruction procedures and periodic third-party attesta-
tion, not as a cryptographic guarantee. A further consequence
must be stated plainly: concentrating both erasure and re-
identification power in the salt store makes that store a sin-
gle point of privacy failure, since compromise of the salts en-
ables re-identification across every record they cover; thresh-
old secret-sharing of salt custody among independent gov-
ernance holders reduces this exposure but does not remove
it. These are limitations rather than solutions, and they are
recorded as such in Section 7.1.
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Figure 2. Layer 0 screening (S1–S4, with the S4 viability question supplied by Equations (2)–(3)) and the four-layer legal-responsive frame-
work with vertical dependencies and feedback loops
Source: authors’ synthesis informed by blockchain-governance and port-community-system literature [42], [62], [71], [72], [82].

4.5. Adaptive Governance and the Materiality Workflow
Permissioned blockchains operating within legally diverse
port ecosystems require governance structures that are flex-
ible, context-sensitive, and capable of evolving with the
regulatory environment. Unlike fully decentralized systems,
they require explicit role assignments, decision-making pro-
cesses, and conflict-resolution mechanisms that are legally
grounded enough to withstand scrutiny under contract law, ad-
ministrative regulation, and applicable liability frameworks.
In multi-stakeholder environments such as port communities,
governance must additionally address asymmetrical power
dynamics, cross-border collaboration, and sector-specific
constraints [62]. Adaptable governance requires role-based
permissions; jurisdiction-aware policy enforcement; multi-
tiered dispute resolution combining automated on-chain pro-
cedures with human oversight; periodic governance audits
and legal reviews; a competition-compliance review on the
same cycle; and modular governance templates that can be
repurposed across analogous deployments.

In Figure 3, a legal change is treated as material when
it changes at least one of four design determinants: (i) law-
ful data location or transfer, (ii) consent and identity re-
quirements, (iii) evidentiary or contractual validity of elec-
tronic records, or (iv) liability, audit, or reporting obligations.
Where no material change is identified, the workflow returns
to a scheduled periodic review cycle; where material change
exists, the model proceeds to impact assessment, governance
approval, technical reconfiguration, and post-change compli-
ance testing.

Three clarifications are added here. First, the four determi-
nants broadly track dimensions D1–D4 of Table 2; a change

touching dimension D5, competitive conduct, is treated as ma-
terial by the same test, since it alters permissible data granular-
ity and access tiering. Second, a potential tension between the
reconfiguration step and the treatment of immutability as bind-
ing is resolved by distinguishing the ledger record from the
executing logic. Historical state is never rewritten. Reconfigu-
ration proceeds by deploying revised logic behind a stable in-
terface, with the prior contract retained in a terminal state and
a governance-approved migration record committed on-chain
so that the audit trail remains continuous across the change.
Upgrade authority is a governance-layer allocation and must
not rest with a single commercial participant; where an up-
gradeable pattern is used, the identity of the upgrade authority
and the approval record become part of the evidentiary pack-
age, because a ledger whose logic one party can rewrite uni-
laterally cannot support a non-repudiation claim against that
party. Third, monitoring scans not only instruments in force
but also published drafts and bills: the replacement of Decree
13/2023 by the Law on Personal Data Protection 91/2025 —
enacted through a public legislative process more than a year
before this manuscript’s cut-off — is a change the workflow
should have flagged at draft stage. Horizon-scanning of drafts
is therefore added to the monitoring step, and Section 7.1 re-
ports this omission as the framework’s first negative test result.

4.6. Framework Claims and Disconfirming Evidence
A framework that excludes no design and can be contradicted
by no observation is a classification scheme rather than a
theory. This section therefore states the framework’s substan-
tive claims, the designs it rules out, and the observations that
would disconfirm it.
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Table 3. Legal-to-design mapping for permissioned blockchain compliance

Legal requirement Technical implication Design solution / strategy

Right to erasure (GDPR Art.
17; Vietnamese
personal-data regime)

Conflict with blockchain immutability; an on-chain
hash of personal data is itself personal data

Personal data off-chain; on-chain commitment only as a salted hash;
erasure effected by destroying the salt and the off-chain pre-image so
that residual on-chain state permits no direct or indirect
identification [16], [19], [20], [21]

Salt and key custody Erasure capability and re-identification risk both
depend on secret lifecycle, not on ledger design

Governance-layer allocation of salt generation, custody, rotation, and
destruction authority; separation of duties between operator and
participants; documented key-compromise procedure [20], [25]

Impact assessment duties
(GDPR Art. 35; Vietnamese
impact-dossier
requirements)

High-risk processing and outbound transfer require
documented assessment before deployment

Impact dossiers per dataset and per transfer route maintained in the
operational layer and re-run on material change [20], [97], [98]

Information exchange
among competitors; abuse of
a dominant position

Shared operational ledger can restrict competition
between undertakings on the same relevant market; a
dominant operator can additionally face
abuse-of-dominance and essential-facility-access
duties

Minimization by competitive sensitivity; aggregation and delayed
release of sensitive fields; clean-team access tiers;
competition-compliance charter; neutrality of the operating entity;
published fair-access and data-portability terms where a dominance or
sector open-access duty applies [11], [23], [54], [58]

Transfer of core and
important data (Vietnamese
Law on Data)

Categories of non-personal data also attract
outbound-transfer conditions

Dataset classification distinguishing personal, core, and important
data; per-category transfer rules encoded in access policy [99]

Smart contract enforceability Variation in legal recognition across jurisdictions Human-readable master agreement plus legally reviewed
smart-contract logic, with governing-law and fallback clauses outside
chain code [31], [32], [34]

Cross-border data transfer
restrictions

Jurisdictional conflicts in data storage and
processing

Data localization, permissioned nodes, and geo-fenced access
controls [24], [27], [39]

Data subject consent
requirements

Need for explicit, purpose-bound, revocable consent
before data use

Consent-management modules and self-sovereign identity controls,
with consent records reproducible on request [29], [35], [61]

Jurisdictional ambiguity in
disputes

Unclear applicable law and forum in transnational
systems

Governance rules on forum, governing law, and dispute escalation;
preserved human override [34], [39], [45], [46]

Auditability and legal
accountability

Requirement for traceability and non-repudiation Tamper-evident logs and cryptographic proof of origin and
modification, with continuity of the audit trail preserved across
reconfiguration [25], [63]

Data minimization principle Limit on amount and type of personal data processed Pseudonymization, selective disclosure, and zero-knowledge
proofs [19], [26]

Liability allocation in
multi-stakeholder systems

Ambiguity in role and responsibility in failure or
breach scenarios

Defined node roles, liability clauses, and shared-risk governance
models [42], [62]

Source: authors’ synthesis.

4.6.1. Propositions
P1 (asymmetric retrofit cost). A defined subset of le-
gal obligations — erasure, localization, evidentiary sta-
tus of records, controller and processor allocation, and
liability apportionment — maps onto architectural primi-
tives that are frozen at the moment the consortium char-
ter, data schema, and node topology are settled. The
cost of satisfying these obligations is therefore strongly
asymmetric across that point: addressing them earlier is
a specification task, addressing them later is a redesign
task.

P2 (dimensional sufficiency, bounded). Within the
legal envelope, the five dimensions of Table 2 are suffi-
cient to derive the set of admissible design postures for
a jurisdiction; selection among admissible postures addi-
tionally requires the institutional-coordination and legacy-
integration descriptors, which are reported separately in
Table 4 and are not claimed to be derivable from law
alone. P2 therefore concerns the admissible set, not the
posture ultimately selected — a distinction made because

the comparative application in Section 5 derives Viet-
nam’s selected posture partly from a non-legal descrip-
tor.

P3 (reversible-event automation). In a jurisdic-
tion where transferable trade documents remain gov-
erned by sector-specific rules, automating only re-
versible, well-defined events — release authorization,
handover confirmation, gate status — while keep-
ing authoritative documents and exception handling
under human control yields a lower rate of legally
unresolvable exceptions than automating title trans-
fer.

98



Dang Thuy Long Chau, Pham Thai Hoang, Nguyen Phuong Ngan, Nguyen Cao Thuc, Le Thanh Tung, Le Hoang Dung
Legal-responsive permissioned blockchain deployment in port communities

Figure 3. Materiality-based legal adaptation workflow with periodic review cycle
Source: authors’ synthesis.

4.6.2. What the framework rules out
• Any design that places signed bills of lading, consignee

identity, or commercially sensitive rate information on-
chain as plaintext or as an unsalted hash.

• Any upgradeable-contract design in which upgrade au-
thority rests with a single commercial participant, or
in which no governance approval record is committed
alongside the upgrade.

• Any consortium whose node and permission structure
gives one commercial competitor unilateral write or veto
authority over another participant’s operational events,
or whose operating entity is controlled by a participant
that competes with other members.

• Any deployment that proceeds to the Legal Layer with-
out passing the Layer 0 screen, including deployments
whose only justification is document storage or traceabil-
ity obtainable from a signed append-only database.

4.6.3. Observations that would disconfirm the framework
1. P2 is disconfirmed by any instrument that alters the ad-
missible set of design postures — not merely the posture
ultimately selected — without engaging a sub-code of Ta-
ble 2. To be probative the worked candidate must lie out-
side all five dimensions, since a duty that D5 already regis-
ters cannot falsify a claim about the sufficiency of D1–D5. A
mandatory environmental-disclosure or carbon-data-sharing
duty imposed on port-community platforms — for example
an obligation to collect and share verified vessel- or cargo-
emissions data across participants for regulatory reporting —
is such a candidate: it would compel a data-collection, reten-
tion, and sharing posture that none of D1–D5 registers, and its
emergence would require a sixth, sustainability-reporting di-

mension. Interoperability, open-access, and data-portability
duties are deliberately not used as the worked falsifier, be-
cause dimension D5 now registers them explicitly (Table 2,
D5); counting them would render P2 unfalsifiable by con-
struction.

2. A deployment in which architecture demonstrably
shaped the applicable legal requirement — for instance
through a regulatory sandbox in which the design informed
the rule — and in which compliance outcomes were better
than under the prescribed upstream sequence, would discon-
firm the directionality claim of Figure 2.

3. A measured ratio of retrofit cost to design-ahead cost
close to unity across operating port community systems
would disconfirm P1. This is a feasible measurement and is
proposed as the first empirical test of the framework in Sec-
tion 7.2.

4. A consortium automating irreversible events that
recorded no higher rate of legally unresolvable exceptions
than a comparable consortium automating only reversible
events would disconfirm P3.

5. Application and Evaluation in Port Ecosystems
This section demonstrates the applicability of the framework
across three legal environments representing contrasting posi-
tions on the legal-technical spectrum: Singapore as a central-
ized, MLETR-mature digital-trade environment; the Nether-
lands within the European Union legal order, illustrated at
port level by Rotterdam’s consortium-based ecosystem; and
Vietnam as an emerging context characterized by a frag-
mented digital infrastructure and a rapidly consolidating le-
gal framework. The purpose is not to claim completed em-
pirical case studies, but to show how the framework sup-
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ports structured translation of jurisdiction-specific legal con-
ditions into governance and architectural design choices. Con-
sistently with Section 3.2, the comparators are States and
legal orders; ports appear as illustrations within them. Sin-
gapore and the Netherlands serve as reference jurisdictions
against which the framework’s analytical range can be es-
tablished; Vietnam constitutes the primary original applica-
tion, drawing on article-level analysis of domestic legal instru-
ments not previously integrated into the blockchain-port com-
munity literature. Sections 5.1–5.3 are the application; Sec-
tions 5.4–5.7 then subject the framework to formative ex-post
probes — against nine real platforms, including four failed
neutral consortia selected because they stress the screen, a
simulation of its cost rule, and its nearest competing frame-
works — using criteria fixed in advance, and report the crite-
rion that failed as well as those that held.

5.1. Comparative Application Across Three Legal
Environments
Table 4 applies the five analytical dimensions of Table 2 to
the three legal environments and states the resulting design
implication in each case. The three rows below the dividing
line are context descriptors rather than legal dimensions, and
are labeled accordingly.

5.2. Applying the Framework to Vietnam’s Port Sector
Vietnam’s practical baseline for blockchain deployment is
not a paper-only environment but a fragmented digital stack:
import and export processing relies on VNACCS/VCIS and
the National Single Window at the border-management layer,
while large terminal operators such as Saigon Newport have
deployed ePort-type platforms for booking, payment, and
electronic delivery-order authentication — yet these solu-
tions remain operator-centric rather than port-community-
wide, and further information systems have been added along-
side VNACCS/VCIS with weak interlinkage across work-
flows [71], [72], [108], [109], [110]. A further considera-
tion is that VNACCS/VCIS has been in operation since 2014
and a successor digital-customs system is under development;
a design that hard-wires integration to the current platform
therefore carries obsolescence risk, and the integration layer
should be specified as platform-neutral.

The first legal constraint set arises from cybersecurity law.
The Law on Cybersecurity 2018 identifies the transport sec-
tor as one of the sectors that may contain information sys-
tems important to national security (Article 10), and Article
26 imposes duties on relevant service providers concerning
user authentication, account security, cooperation with com-
petent authorities, and removal of unlawful content [105].
Decree 53/2022 operationalizes the storage regime by spec-
ifying three data categories with localization relevance and
by prescribing at least twenty-four months of local storage
once a request is triggered, as well as at least twelve months
of logs for investigating cybersecurity violations [106]. For
port-community blockchain design, the implication is not that
every port consortium will automatically be classified as a
critical-information system; rather, any internet-facing ser-
vice layer that processes Vietnamese-user data or depends
on foreign-hosted infrastructure should be architected so

domestic storage, lawful-access logging, and cybersecurity-
cooperation workflows can be implemented without struc-
tural redesign.

The second constraint set concerns personal-data protec-
tion. Decree 13/2023/ND-CP ceased to have effect on 31 De-
cember 2025; the governing instruments are now the Law on
Personal Data Protection No. 91/2025/QH15, adopted on 26
June 2025 and effective from 1 January 2026, together with
its implementing Decree No. 356/2025/ND-CP of 31 Decem-
ber 2025 [97], [98]. The statutory regime retains and elevates
the features that matter for consortium design: differentiated
roles among controller, processor, controller-cum-processor,
and third party; purpose limitation and collection proportion-
ate to the stated purpose; data-subject rights of access, cor-
rection, withdrawal of consent, deletion, restriction, and ob-
jection; consent that must be explicit, purpose-bound, and
reproducible; and documented assessment of processing im-
pact and of outbound transfer, with the implementing decree
specifying the impact-assessment and transfer-dossier proce-
dures and the data-protection personnel requirements. A vi-
able consortium therefore needs a dataset-by-dataset role ma-
trix, a clear retention schedule, auditable consent and notice
records, and an architecture in which personally identifiable
information and sensitive commercial data remain editable or
deletable off-chain while only salted hashes, timestamps, or
status proofs are committed on-chain.

A third constraint set arises from the Law on Data No.
60/2024/QH15, effective 1 July 2025, which regulates data
that is not personal data. The Law establishes the national in-
tegrated database and, in Article 23, subjects the outbound
transfer of core data and important data to conditions relat-
ing to national defense, security, and the public interest [99].
This matters for port applications because much of the rel-
evant payload — vessel schedules, cargo manifests, aggre-
gate throughput — is not personal data and therefore falls
outside the personal-data regime entirely, yet may fall within
these categories. Dataset classification must accordingly dis-
tinguish three regimes rather than two.

The fourth and partly enabling rule set comes from the
Law on Electronic Transactions 2023. Articles 8–11 confirm
that data messages cannot be denied legal validity solely be-
cause they are electronic and may satisfy documentary, orig-
inal, and evidentiary requirements when accessibility and in-
tegrity conditions are met; Articles 22–23 recognize elec-
tronic signatures and grant secure specialized electronic sig-
natures and digital signatures legal value equivalent to wet-
ink signatures. At the same time, Article 1 makes clear that
sector-specific legislation still prevails wherever electronic
form is restricted or specially regulated [107]. Vietnam is
therefore legally more enabling for digital port documentation
than under its earlier electronic-transactions regime, but not
yet functionally equivalent to a fully MLETR-mature environ-
ment across all maritime instruments — and, as the UNCI-
TRAL status record confirms, Vietnam is not among the thir-
teen States and territories that had enacted MLETR-based leg-
islation as of 2026 [38].
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Table 4. Application of the legal-responsive framework across three legal environments

Dimension Singapore
Netherlands / EU (illustrated at
Rotterdam) Vietnam Implication for framework

D1. Data
governance and
cross-border
transfer

PDPA emphasises purpose
limitation, accountability, and
transfer-limitation safeguards for
overseas disclosures [100].

GDPR [101] imposes stricter
lawful basis, minimization, purpose
limitation, and data-subject rights;
EDPB blockchain guidance
requires salting and impact
assessment.

Law on Personal Data Protection
91/2025 and Decree 356/2025
require role allocation,
purpose-bound consent, and impact
dossiers; Law on Data 60/2024 adds
transfer conditions for core and
important data.

Keep personal data off-chain; commit
only salted hashes; maintain consent and
transfer logs; allocate controller and
processor roles per dataset; classify
datasets as personal, core, or important.

D2. Contractual
and evidentiary
validity

ETA as amended in 2021 adopts
MLETR-style recognition of
electronic transferable
records [102]; smart contracts sit
within ordinary contract law.

Electronic records and signatures
are recognized under eIDAS [103],
but transferable trade-document
practice still depends substantially
on platform rules and contractual
structuring.

Law on Electronic Transactions 2023
gives data messages documentary,
original, and evidentiary value where
integrity and accessibility conditions
are met; Article 1 preserves
sector-specific rules, and Vietnam
has not enacted MLETR.

Use a hybrid contract architecture:
machine-executable logic plus
human-readable master terms,
governing-law clauses, and evidentiary
provisions; do not use the chain as a
title-transfer rail where sector rules
prevail.

D3.
Accountability
and liability

PDPA imposes an accountability
obligation on organizations for
personal data under their control,
including data processed by
intermediaries on their
behalf [100].

GDPR Articles 24, 26, and 28
allocate controller, joint-controller,
and processor duties, with Article
82 governing compensation; shared
governance across multiple
operators makes this allocation
contested rather than given.

The controller / processor /
joint-controller taxonomy means
participant roles must be allocated
dataset by dataset rather than
assumed collectively.

Define RACI-style decision rights,
escalation paths, legal-review forums, and
auditable responsibility matrices in the
governance layer; attach processor
agreements and change-control
procedures.

D4. Operational
security

Digital-trade initiatives operate
within a comparatively centralized
regulatory environment with
strong incident-response oversight.

Cyber risk is managed through
EU-style risk management,
reporting duties, and distributed
community operators.

Law on Cybersecurity 2018 and
Decree 53/2022 make user-data
handling, domestic storage,
cooperation duties, and long-form
logging operationally salient for
internet-facing services.

Prefer domestic hosting for sensitive
layers; segment sensitive nodes; preserve
investigation logs and regulator audit
access; build incident-response routines
into the operational layer.

D5. Competitive
conduct

Competition rules apply to
information exchange, but centrally
steered initiatives reduce the risk
of participant-controlled
gatekeeping.

Article 101 TFEU applies directly;
the consortia block exemption [104]
lapsed on 25 April 2024, so each
arrangement must be self-assessed
against the horizontal guidelines.

Law on Competition 2018 prohibits
agreements between undertakings on
the same relevant market that fix
prices, divide markets, or restrict
output, and other agreements causing
significant anti-competitive effect.

Minimize by competitive sensitivity;
aggregate and delay sensitive fields; apply
clean-team access tiers; adopt a
competition-compliance charter; ensure
the operating entity is not controlled by a
competing participant.

Context:
institutional
coordination
model

Central public steering supports
tighter permissioning and faster
policy alignment.

Neutral community coordination
relies on multi-actor service
integration and shared governance.

Hybrid: customs and ministries
anchor compliance interfaces, while
terminals, carriers, brokers, and
hauliers control operational data.

Adopt a consortium charter with a
public-law compliance forum and a
private operational steering group.

Context:
legacy-system
integration

Nationally coordinated
digital-trade infrastructure
provides integration momentum.

Port-community services support
broad information exchange across
many operators.

VNACCS/VCIS and the National
Single Window digitize filing and
status exchange, but customs runs
many parallel systems and terminals
rely on operator-specific ePort tools;
a successor customs system is under
development.

Use API middleware and a canonical
event schema; overlay fragmented systems
rather than replace them; keep the
integration layer neutral with respect to
the customs platform generation.

Context:
indicative design
posture

A compliance-oriented consortium
can scale faster once institutional
approval is secured.

An interoperable consortium
should remain open to neutral
interfaces and federated identity
services.

Best near-term posture is a bounded
permissioned pilot for release-order,
handover, and gate-event
coordination, with documents
off-chain and salted hashes on-chain.

Scale only after legal practice stabilises
and customs and terminal links operate
reliably.

Source: authors’ synthesis from [2], [11], [19], [20], [36], [38], [54], [58], [62], [71], [72], [97], [98], [99], [100], [101], [102], [103], [104], [105], [106], [107],
[108], [109], [110].

Restated as testable claims, the Vietnamese application
yields three propositions that the international literature cur-
rently lacks the vocabulary to express:

PV1 (conditional localization). Vietnamese law im-
poses localization on a triggered rather than a default
basis: the obligation crystallises on request and for
a defined retention period. The design consequence
is a localization-ready architecture — domestic stor-
age capability provisioned and switchable without re-
design — which is distinct both from the transfer-restriction
model of the GDPR and from full-scope localization
regimes.

PV2 (dataset-level role allocation). Because the personal-
data regime differentiates four legal capacities, role alloca-
tion in a Vietnamese consortium is a matrix over datasets
rather than an attribute of the consortium. Two participants

may hold different capacities in respect of the same work-
flow.

PV3 (coordination rail, not title rail). Because the Law
on Electronic Transactions preserves the priority of sector-
specific rules, a permissioned blockchain in a Vietnamese
port cannot serve as the rail for transferring title in trade doc-
uments; it can serve as a rail for coordination, provenance,
and status. This is a third position, not reducible to the bi-
nary of MLETR-enacted and not-enacted, and distinct from a
mere pre-enactment default: the Netherlands has not enacted
the Model Law either, yet Vietnam’s position is a positive
configuration — electronic transactions broadly enabled by
the 2023 Law while a sector-specific carve-out is expressly
preserved — rather than a legislative silence awaiting re-
form.
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Figure 4. Vietnam-specific legal-technical mapping for permissioned blockchain deployment in port operations
Source: authors’ synthesis based on Vietnamese legal instruments and current port digital infrastructure [97], [98], [99], [105], [106], [107], [108], [109], [110]. The
personal-data input is the Law on Personal Data Protection 91/2025 and Decree 356/2025, superseding Decree 13/2023 [111] from 1 January 2026; the Law on Data
60/2024 and the Law on Competition 2018 are included, the Layer 0 screening outcome is shown, and on-chain commitments are salted hashes.

PV1–PV3 are the Vietnam-specific instances of the gen-
eral propositions, and are disconfirmable on the same terms
as their parents. PV1 and PV2 instantiate P2 on dimensions
D1 and D3 respectively: PV1 is disconfirmed if a Vietnamese
deployment meets the localization duty without a switchable
domestic-storage capability, and PV2 is disconfirmed if a sin-
gle consortium-wide controller/processor assignment satis-
fies Decree 356/2025 across all datasets. PV3 instantiates P3
and is disconfirmed if a Vietnamese port lawfully transfers
document title on-chain despite the Article 1 carve-out.

The appropriate design response is a bounded permis-
sioned consortium overlay: the governance layer should
allocate controller and processor roles explicitly and al-
locate salt custody; the architecture layer should connect
VNACCS/VCIS, the National Single Window, and terminal
ePort systems through APIs and a common event schema;
and the operational layer should automate only reversible,
well-defined events such as release authorization, handover
confirmation, and gate status, while keeping legally authori-
tative documents and exception handling under human over-
sight. Figure 4 summarizes the Vietnam-specific translation
of legal inputs into governance, architectural, and operational
controls.

5.3. A Bounded Pilot Scenario at Cat Lai Port
This section specifies the bounded pilot that the framework
implies for the Vietnamese context. It is a design specification,
not a report of results: no deployment has taken place, and
every figure below is an ex-ante target or a parameter to be
measured, not an observation.

5.3.1. Scope and the Layer 0 outcome
The pilot scope is deliberately narrow: coordination of the
electronic release order and the associated gate events for
laden import containers at a single terminal, together with
the handover confirmation between terminal and haulier. This
coordination is not hypothetical: at Cat Lai, Saigon Newport
already issues electronic delivery orders through its ePort ser-
vice [109], so the pilot’s question is not whether release co-
ordination can be digitized — it already is — but whether
the authoritative release-and-gate sequence can be placed un-
der neutral custody when the incumbent platform provider is
itself a terminal operator competing with other participants.
Three considerations set this boundary. First, the S1 test of
Layer 0 is applied to named third-party candidates rather than
assumed. Three present themselves. (i) The customs authority
holds statutory powers over declarations but has no mandate
over the commercial release authority exchanged between car-
rier, terminal, and haulier; it can sit as a read-and-audit node
but cannot be the keeper of that private sequence. (ii) The Na-
tional Single Window is a filing and status-exchange channel
for regulatory submissions, not a register of private release
authorizations. (iii) A port-authority or industry-association
vehicle is legally conceivable but is not at present constituted,
funded, or mandated for this function; the maritime port au-
thority holds public-regulatory competence over safety, secu-
rity, and vessel procedures under the Maritime Code [112]
but, like the customs authority, holds no mandate over the
commercial release sequence, so it too could sit only as an au-
dit node. On the current institutional facts no available third
party is accepted by all participants as the sole keeper of
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the release-and-gate sequence, and carriers, terminals, and
hauliers each maintain their own conflicting record; S1 is
therefore answered negatively. The conditional is stated de-
liberately: were such a neutral vehicle to be constituted — for
instance by the port authority under public mandate — S1
would be answered affirmatively and the framework would
return “do not deploy a blockchain” for this workflow. The
screen is meant to be capable of excluding the present pilot,
not merely of endorsing it. Second, the workflow is composed
entirely of reversible events — the condition of P3 — so
no transfer of title is implicated; the coordination-rail rather
than title-rail posture of PV3 therefore applies and the sector-
specific carve-out in Article 1 of the Law on Electronic Trans-
actions is not engaged. Third, the payload can be reduced
to non-identifying references, so the personal-data surface is
small enough to be managed by salting and off-chain storage.

The S3 test requires an explicit answer, and must be ap-
plied against the strongest non-replicated alternative rather
than a weak one. That alternative is not a single-participant
database — which fails S3 for the same reason S1 fails,
since whichever participant hosts it acquires unilateral con-
trol over the authoritative sequence — but a mutually no-
tarized, threshold-signed, append-only log administered by
a neutral convener, which would deliver multi-party non-
repudiation and tamper-evidence without replication. The sec-
ond strongest-null branch of Section 4.2 — a sector interop-
erability standard with competing conformant platforms —
does not reach this workflow either: a standard harmonizes
formats across platforms but supplies no custody of a single
authoritative release-and-gate sequence among parties who
each maintain conflicting records; the question here is who
keeps the sequence, not how it is formatted. The release-and-
gate workflow therefore turns S3 on the availability of that
convener, and the answer is tightly coupled to S1. If a neutral
party existed that all competing participants accepted as ad-
ministrator of a threshold-signed log, that same party would
in most cases be acceptable as the sole keeper contemplated
in S1; S1 would then be answered affirmatively and the frame-
work would return “do not deploy.” S3 is answered in the
negative here only because, on the current institutional facts,
no such neutral administrator is available: a threshold-signed
log would have to be administered by one of the compet-
ing participants, reintroducing the unilateral-control problem,
whereas a replicated permissioned ledger distributes that con-
trol across the participant set by construction. This distribu-
tion is partial rather than absolute — a permissioned ledger
still requires a membership and certificate authority and an
agreed ordering service, so the trust otherwise placed in a sin-
gle keeper is redistributed and constrained rather than elimi-
nated — which is why the assurance margin over a threshold-
signed log is narrow and must be earned workflow by work-
flow rather than assumed. The pilot thus sits close to the
screen’s boundary — a boundary Section 6.3 states explic-
itly — and the answer would flip the moment a mandated neu-
tral vehicle were constituted. Document storage, by contrast,
fails S2 — writing is effectively single-sourced by the docu-
ment issuer — and is therefore excluded from scope: author-
itative documents remain in the systems of record, with only

salted hashes and status transitions committed on-chain. Cus-
toms declaration processing is also excluded; the pilot over-
lays the existing customs interface rather than substituting
for it, consistently with the platform-neutrality requirement
noted in Section 5.2.

The participant and node structure follows from Section
2.6 and from dimension D5. Four participant classes are en-
visaged: the terminal operator, two or more shipping lines
or their agents, licensed hauliers, and a compliance observer
node for the customs authority with read and audit rights but
no write authority over commercial events. Two participation
facts remain to be established rather than assumed. The cus-
toms authority’s own participation constraint has not been
computed: its integration cost against its supervisory benefit
is an open term in Equation (3), so the observer role is an as-
sumption about incentives that pilot design must verify, not
a settled fact. And the physical keying of gate events is labor:
who records an event, on what device, under what incentive
to record promptly and truthfully is a workflow-design ques-
tion that indicator K8’s independent-confirmation rate moni-
tors but does not solve — the haulier community’s device and
digital-skills reality must be surveyed before the event schema
is fixed. The operating entity must not be controlled by any
participant that competes with another; where, as at Cat Lai,
the terminal operator is also the incumbent platform provider,
the pilot must either place the operating entity under a sepa-
rate governance vehicle with participant-independent control
or restrict the pilot to workflows in which the terminal opera-
tor is not a competitor of the other participants. This is a pre-
condition, not a preference: it is the condition whose absence
is most strongly implicated in the TradeLens outcome [7], [8],
and it is the point at which the exclusive-versus-sharing trade-
off becomes decisive. Wang and colleagues frame precisely
this choice — whether a port deploys blockchain capability
exclusively or shares it — as a strategic decision governed by
the competitive relationship between the parties rather than by
the technology, which is why the identity and control of the
operating entity must be settled before the data schema [59].
Node replication is bounded to domestic infrastructure, be-
cause the ledger — the accumulated record of release-and-
gate events — may itself constitute important data under Ar-
ticle 23 of the Law on Data and is in any case subject to
local-retention duties. This bound is a design constraint on
the consensus topology rather than a free choice: the local-
ization duty and the number of independent validating nodes
pull against each other, since confining nodes to one jurisdic-
tion reduces the pool across which write control is distributed,
and the tension is recorded as a limitation in Section 7.1.

A caveat specific to Cat Lai must be verified before the gov-
ernance vehicle is fixed: the incumbent terminal operator is a
state-linked enterprise, which may bear on both the competi-
tion analysis of dimension D5 and the classification of opera-
tional data as important data under the Law on Data. Whether
the notion of competitor imported from European law applies
to a state-linked operator is a question of Vietnamese law that
this conceptual treatment flags rather than resolves.

The charter must also specify the consortium lifecycle,
which the design treats as a first-class governance question.
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Three events need pre-agreed rules: a participant leaving (its
node is decommissioned, but the historical commitments
and the salts needed to honor outstanding verification and
retention duties are escrowed under the secret-lifecycle rules
of Section 4.4.1, not destroyed); a participant being expelled
for cause (as above, plus revocation of write authority); and
the pilot itself ending. Because release-and-gate records re-
tain evidentiary and regulatory value for years after a pilot
concludes, dissolution does not mean deletion: the charter
names a successor custodian for the ledger and for the secret-
lifecycle obligations, and fixes the retention horizon against
the longest applicable duty. A pilot without an exit clause
silently assumes perpetuity, which neither the participants
nor the retention law supports.

5.3.2. Indicators
Table 5 specifies the indicators the pilot must measure. Each
is given a formal definition so that it can be computed iden-
tically before and after deployment. The baseline column de-
liberately contains no values: baselines are to be established
from terminal and carrier records during a measurement win-
dow preceding go-live, and publishing invented baselines
would defeat the purpose of the exercise. Targets are stated
as ex-ante design targets, meaning the improvement the de-
sign is intended to achieve and against which it should be
judged, not a prediction. One indicator (K8) addresses the or-
acle limit: the ledger secures who asserted what and when,
but a gate event is keyed by an operator at the point of work,
so on-chain integrity is necessary but does not by itself estab-
lish that the physical event occurred; K8 measures the share of
events corroborated by an independent, non-manual source.

5.3.3. Ex-ante cost model
A cost-benefit statement for a system that does not yet exist
can be honest only as a model with named parameters, not as
a table of currency amounts. Let k index the in-scope event
types, Q(k) the annual volume of events of type k, ΔT(k) the
time saved per event, and v(k) the value of the time of the party
that saves it. Let C(node) denote annual node hosting, op-
eration, and domestic-storage provisioning; C(int) the amor-
tized integration cost across participant systems; C(gov) the
annual cost of governance, legal review, impact assessment,
and competition-compliance review; and C(on) the aggregate
onboarding cost borne by participants. Annual net benefit is
then:

NB = ∑
𝑘

[Δ𝑇(𝑘) ⋅ 𝑣(𝑘) ⋅ 𝑄(𝑘)] + 𝑆(disp)

− [𝐶(node) + 𝐶(int) + 𝐶(gov) + 𝐶(on)]
(1)

where S(disp) is the annual saving from avoided disputes,
computed as the reduction in the K3 dispute rate multiplied
by the mean administrative and demurrage cost per dispute.
Setting NB = 0 and assuming a single dominant event type
gives the break-even annual event volume Q(be):

𝑄(be) = [𝐶(node) + 𝐶(int) + 𝐶(gov)
+ 𝐶(on) − 𝑆(disp)]/[Δ𝑇 ⋅ 𝑣] (2)

Equation (2) is the operative decision rule and makes the
framework’s cost logic falsifiable in a specific way. The four
cost terms are largely fixed with respect to volume, while
the benefit term scales with it; a pilot confined to a work-
flow whose annual event volume falls below Q(be) cannot
be justified on efficiency grounds regardless of how well it
satisfies the legal dimensions. Two implications follow. First,
C(gov) is not a residual: the framework’s own compliance
apparatus — impact dossiers, role matrices, competition re-
view, salt custody procedures — enters the denominator of
the deployment decision, and a framework that ignored this
would understate the cost of its own prescriptions. Second,
C(on) determines whether critical mass is reachable, which
is why K7 is reported separately rather than folded into an
aggregate. Parameter values must be obtained from vendor
quotations and participant records before a deployment deci-
sion; they are not supplied here, and any figure presented in
their absence would be fabricated rather than estimated.

Two refinements are required, because Equation (1) as
written is the objective of a single social planner whereas par-
ticipation in a port-community consortium is decentralized —
the mechanism the TradeLens evidence in Section 2.6 identi-
fies. First, aggregate net benefit is necessary but not sufficient.
Let N be the set of participants without whom the coordina-
tion benefit does not exist and NB(i) the net benefit accruing
to participant i after any transfer or subsidy agreed in the con-
sortium charter — transfers being a charter matter rather than
a discretion of the operating entity, since side-payments set
unilaterally by a dominant participant would entrench control
rather than share benefit. For the coordination rationale to
hold, N must contain at least two participants that compete
on the same relevant market; where it does not, writing is ef-
fectively single-sourced and the workflow fails S2 rather than
reaching this condition. Deployment is viable only where:

NB ≥ 0 and NB(𝑖) ≥ 0 for all 𝑖 ∈ 𝑁 (3)

The second condition is the one the aggregate hides: a
positive NB is fully compatible with no participant joining,
which is precisely how a socially beneficial platform can fail
to form. Indicator K7 reports the binding case, the smallest
participant class. The other binding case is the largest: for an
incumbent platform provider — at Cat Lai, the terminal oper-
ator whose ePort service currently mediates release — NB(i)
must be computed net of the platform rents the incumbent
forgoes when the authoritative sequence moves to neutral cus-
tody, including the revenue and the gatekeeping control it cur-
rently derives from that position. On that accounting the in-
cumbent is the participant most likely to violate Equation (3)
even when aggregate NB is large, which is why the operator-
neutrality precondition of Section 5.3.1 is also an economic
condition, not only a competition-law one. Second, the cost
terms are not strictly constant. C(gov) = 𝑐0 + 𝑐𝑑𝐷 + 𝑐𝑟𝑅 rises
with the number of datasets D and transfer routes R, since
each adds an impact dossier and a role assignment under Ta-
ble 3, and C(on) = Σ(i) C(on,i) is a sum over participants. The
break-even volume Q(be) is therefore a function of (|N|, D, R)
rather than a constant, and the cost claim is disconfirmed if an
operating port community system exhibits 𝜕C(gov)/𝜕D ≈ 0.
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Table 5. Pilot indicators, definitions, and ex-ante design targets

Code Indicator Definition Baseline source Ex-ante design target

K1 Release-order
turnaround time

K1 = (1/N) Σ(i) [ t(auth, i) − t(instruct, i) ]
over the N laden import containers i handled
in the period, in minutes

Terminal and carrier
timestamps, 4-week
pre-go-live window

Reduction against measured baseline; direction
of change is the test, magnitude to be agreed
with participants before go-live

K2 Duplicate data-entry
events

K2 = Σ(f) [ n(f) − 1 ] per declaration, where
n(f) is the number of participant systems into
which field f is separately keyed

Process observation
and system logs, same
window

Elimination of duplicate entry for fields carried
by the common event schema

K3 Document-dispute rate K3 = 1000 · D / C, where D is disputes raised
over release authority or gate timing and C is
containers handled

Terminal exception
register and carrier
claims log, 12 months
prior

Reduction against measured baseline

K4 Time to evidence
retrieval

K4 = median over sampled queries of [ t(pack
complete) − t(query received) ], where a
complete pack includes any translation or
notarization an administrative use requires

Sample of historical
queries, same period

Digital pack retrieved within one working hour
without manual reconciliation; translation and
legalization, where a proceeding requires them,
timed and reported as a separate component

K5 Verifiable provenance
coverage

K5 = E(verifiable) / E(in scope) Nil at baseline by
construction

Full coverage of in-scope event types

K6 Exception rate requiring
human override

K6 = E(escalated) / E(in scope), reported
separately for the legally unresolvable subset

Terminal exception
register

Monitored, not minimized; a rising legally
unresolvable share is the disconfirming signal
for PV3

K7 Smallest-participant
onboarding cost

K7 = C(one-off) + C(annual) for the smallest
participant class, per participant

Vendor quotations and
participant reporting

Bounded at a level the smallest class of
participant can absorb without subsidy; reported
explicitly because critical mass is a design
variable

K8 Independent
event-confirmation rate

K8 = E(confirmed) / E(in scope), where
confirmation is a second, non-manual source
(gate OCR, weighbridge, or terminal
operating system) for the same event

Terminal sensor and
TOS logs, same
window

High coverage for gate events; the residual is the
oracle limit — on-chain integrity does not
establish physical occurrence

Source: authors’ construction. All entries are design specifications; no values are reported because no deployment has taken place. K6 and K7 are included as discon-
firming and feasibility indicators respectively.

Proposition P1 of Section 4.6 also becomes measurable
in this setting. If the pilot is instrumented to record the cost
of accommodating a legal requirement identified before char-
ter settlement against the cost of accommodating one identi-
fied afterwards, the ratio provides the first direct test of the
asymmetric-retrofit claim.

5.4. Evaluation Strategy and Criteria
Sections 5.1–5.3 demonstrate the artifact: they show that it
can be applied and that it yields coherent, jurisdiction-specific
design consequences. Demonstration is not evaluation. An
artifact assessed only by its designers, against no criterion
fixed in advance, has not been evaluated in the design-science
sense [90], [91]. This section adds a set of probes that are ex-
plicitly formative, artificial, and ex-post in the terms of the
FEDS framework of Venable, Pries-Heje, and Baskerville:
the artifact is checked against independent real-world cases
and modelled data rather than through a live deployment,
which remains future work; Section 3 states the evidential tier
of such probes and its limits once, and that statement governs
everything below [92]. Three complementary methods drawn
from the evaluation taxonomy of Prat, Comyn-Wattiau, and
Akoka are used — comparison of the artifact’s output with
real-world outcomes, simulation of its internal logic, and com-
parison with competing artifacts [93]. To keep the exercise
honest rather than self-serving, the success criteria are stated
here, before any result is presented, and the results below in-
clude one criterion that failed: the failure is reported in full

in Section 5.5, and the repair it forced is disclosed in Section
4.2.

Four criteria are fixed in advance. CE1 (discriminant
efficacy). The necessity screen must produce different ver-
dicts for different inputs and, in particular, must be capa-
ble of returning “do not deploy”; a screen that only ever en-
dorses blockchain is a rationalization, not a decision proce-
dure. CE2 (external consistency). Applied to independent
real platforms, the screen’s verdicts must agree with those
platforms’ observed design and survival. CE3 (economic ro-
bustness). The break-even decision rule of Equation (2) must
keep the correct sign — break-even below realistic event vol-
ume — across the full plausible parameter range, and must
reveal which parameters govern the result. CE4 (compar-
ative distinctiveness). The framework must address design
concerns that the nearest existing frameworks leave implicit.
The three methods map onto these criteria: multi-case analy-
sis tests CE1 and CE2 (Section 5.5), cost simulation tests CE3
(Section 5.6), and benchmarking tests CE4 (Section 5.7).

5.5. Multi-Case Analytical Evaluation
The necessity screen makes a claim that independent evi-
dence can contradict: that whether a replicated permissioned
ledger is the right instrument turns on operator neutrality and
the availability of a trusted neutral keeper, not on the technol-
ogy’s merits. Section 6.3 applies the screen retrospectively
to the single case of TradeLens. This section generalizes that
check in two deliberately different directions. Table 6 codes
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five port- and trade-document platforms whose structures and
outcomes are publicly documented; Table 7 then extends the
sample adversarially, with four platforms selected precisely
because they should stress the screen — neutral consortia
that deployed replicated ledgers and nonetheless failed. Be-
fore any case is coded, the coding rule must be fixed, because
a neutrality judgement inferred from a platform’s fate would
make the exercise circular. Operator neutrality is therefore
coded from ex-ante structural facts only: the ownership and
control of the operating entity, whether any participant that
competes with another holds board control or a veto, and who
appoints the membership and certificate authority and the or-
dering service. On that rule TradeLens codes as non-neutral
without reference to its outcome — the operating venture was
co-owned by Maersk, a carrier competing with the carriers
it needed to enroll [7], [8] — and GSBN codes as neutral
because no single competitor controls the incorporated non-
profit [113].

Two features of Table 6 bear on criteria CE1 and CE2.
On CE1, the screen is discriminating rather than permis-
sive: it returns “do not deploy a replicated ledger” in three
of the five cases and “deploy” in two, so its endorsement
carries information. The two deploy verdicts fall exactly on
the neutral-consortium structures — GSBN among competi-
tors, Archipels among non-rivals, whose certification func-
tion does not require competitor co-writing and is therefore
screened by S1 and S3 alone, and the three negative ver-
dicts fall on the case with a structurally non-neutral oper-
ator (TradeLens) and the two cases where a trusted neu-
tral keeper already exists (TradeTrust, Portbase) — and in
those last two the surviving real design is indeed not a
replicated coordination ledger but a minimal-trust or central-
ized one. On CE2 as stated — agreement with observed de-
sign and survival — the five cases of Table 6 are consis-
tent. Table 6 alone, however, contains only one failure, and
it is of the confirming kind. A screen tested only on cases
it should pass has not been stressed. Table 7 supplies the
stress.

Table 7 is a negative result against criterion CE2, and
it is reported as one. All four platforms satisfied the struc-
tural conditions the screen tests — competing participants,
no trusted neutral keeper, genuine multi-party writing — and
all four failed anyway. Across the nine cases the screen’s ver-
dict agrees with the design the market adopted or converged
on in nine of nine, which is evidence that S1–S3 capture the
instrument choice; but it agrees with survival in only five of
nine. The variable that separates the survivors from the grave-
yard is not one the screen tested: realized adoption volume.
Contour’s reported volumes — of the order of hundreds of
transactions per year — sit roughly two orders of magnitude
below the break-even volume that the cost model of Section
5.3.3 implies for even a modest deployment, and Section 5.6
shows this quantitatively. The diagnosis is that S1–S3 test
whether replication is the right instrument, not whether the
consortium is viable; lawfulness and instrument-fit are neces-
sary, and neither is sufficient. That diagnosis is what forced
the repair disclosed in Section 4.2: a fourth screening ques-
tion, S4, supplied by Equations (2)–(3). Two disciplines gov-

ern how the repair may be read against these cases. First, an
honest distinction between quantities: what Table 7 records
is realized volume, known only after the fact, whereas a gate
must operate on information available before deployment —
and the two can diverge sharply. Applied in forecast form to
we.trade at its 2017 design point, S4 would in all likelihood
have passed: the founding banks’ adoption forecasts were op-
timistic and credible by every contemporary standard. This is
precisely why Section 4.2 states S4 in commitment form —
the founding banks forecast volume but never bound them-
selves to route it, and a commitment-form gate would have
returned exactly the answer the outcome vindicates. Second,
the repair’s provenance: it was made after the evidence that
motivated it, so the ex-post consistency of the nine cases with
the repaired screen is a hypothesis the repair must survive
prospectively, not a confirmation it has already earned.

A domain-transfer caveat must also be argued rather than
assumed, because the four failures of Table 7 are trade-finance
and insurance platforms — voluntary-usage networks com-
peting against entrenched free rails, with volume dependent
on thousands of dispersed decisions — whereas gate and re-
lease coordination at a single terminal is a setting in which the
channel can be made quasi-mandatory by the operator, as Cat
Lai’s own ePort delivery-order service illustrates. What trans-
fers across domains is therefore not the surface pattern (“con-
sortia die of low adoption”) but the mechanism: violation of
the Equation (3) participation constraint by an essential par-
ticipant. The mechanism takes different visible forms — dis-
persed users declining to switch in trade finance; an incum-
bent declining to surrender gatekeeping rents at a terminal —
but the violated inequality is the same, and Table 7’s source
note now records the mechanism for each case. The wider
case record supports reading mandatability of the channel as
the regime variable: GSBN survives with volume routed by
its carrier-shareholders; Egypt’s CargoX gateway operates be-
cause ACI filing through it is a legal obligation [120]; Trade-
Waltz, a neutral consortium of competing Japanese trading
houses, operates in production [121] — a boundary case for
the regime reading, since its volume appears to be routed
substantially by its own trading-house shareholders, as at
GSBN, though its routing mechanism is not publicly docu-
mented in the detail the other cases are — while the fully
voluntary-usage consortia died. Two further cases bound the
screen’s jurisdiction honestly: ShipChain was shut down by
securities enforcement [122] — a failure cause outside the
participation constraints, which under the stopping rule of
Section 4.2 is recorded as a scope limit, not absorbed as
a new gate — and the DCSA electronic bill-of-lading pro-
gramme shows competing carriers choosing a third instru-
ment entirely, interoperability standards without keeper or
ledger [95], which S3 now names. The sample still contains
no port-coordination case that died of adoption; the transfer
of the S4 lesson to the port domain is therefore a flagged as-
sumption, testable by the pilot itself, and recorded as such in
Section 7.1.

106



Dang Thuy Long Chau, Pham Thai Hoang, Nguyen Phuong Ngan, Nguyen Cao Thuc, Le Thanh Tung, Le Hoang Dung
Legal-responsive permissioned blockchain deployment in port communities

Table 6. Retrospective application of the Layer 0 necessity screen to five real platforms

Platform
Neutrality condition (what the screen
keys on) Screen verdict Observed design and status Consistent?

TradeLens
(Maersk–IBM)

Operating entity co-controlled by the
carrier Maersk; not neutral toward rival
carriers.

Operator-neutrality
precondition fails — do not
deploy a competitor-controlled
ledger.

Competitor-controlled replicated ledger on
Hyperledger Fabric; rivals withheld
participation; discontinued Q1 2023 for want
of commercial viability [7], [8].

Yes

GSBN Incorporated non-profit co-owned by
competing carriers (COSCO,
Hapag-Lloyd, OOCL) and terminal
operators; no single competitor controls
it and no external neutral keeper of the
shared record exists.

Replication distributes write
control across competitors —
deploy a neutral-consortium
ledger.

Non-profit consortium permissioned ledger
on Hyperledger Fabric; incorporated 2021
and operating since [113].

Yes

TradeTrust
(Singapore,
IMDA)

A trusted neutral keeper — a government
agency — is available for the
document-notarization function (S1
satisfied).

S1 answered affirmatively —
do not deploy a replicated
coordination ledger; a
minimal-trust design suffices.

Blockchain used only for document integrity
and notarization under an MLETR-aligned
standard, not as a replicated coordination
ledger; live [2].

Yes

Portbase
(Netherlands)

A trusted neutral keeper — a
port-authority-owned not-for-profit — is
available (S1 satisfied).

S1 answered affirmatively —
do not deploy a replicated
ledger.

Centralized Port Community System.
Portbase did integrate the TradeLens
blockchain in 2020 [114]; after TradeLens
was discontinued, the surviving design is the
centralized PCS [115] — the market
converged on the keeper design the screen
indicates.

Yes*

Archipels
(France)

Public-consortium keeper (Caisse des
Dépôts, La Poste, and others), neutral
among its users; no single user controls
it.

Neutral consortium of
non-rivals — deploy a
permissioned ledger for the
certification function.

Public-consortium permissioned ledger for
document certification; live, and cleared EU
merger control [23].

Yes

Source: authors’ coding from public records under the ex-ante structural rule stated in the text. Cases were selected for documentation quality, not sampled systematically;
outcomes were known when the cases were chosen. *Portbase’s verdict is coded “Yes” with a qualification: the port community briefly ran a replicated ledger (the
TradeLens integration, 2020–2022) before converging on the design the screen indicates. TradeLens and GSBN are best read as a natural pair — same technology,
opposite control structure, opposite outcome — rather than as two independent confirmations.

Table 7. Adversarial extension: neutral consortia that deployed replicated ledgers and failed

Platform
(sector) Ex-ante structure S1–S3 verdict Outcome

Consistent with
survival?

we.trade
(trade finance)

Joint venture of competing banks (HSBC,
Santander, Société Générale, UBS and
others) with IBM; no single competitor in
control.

Neutral consortium, no
trusted keeper — deploy a
consortium ledger.

Deployed on Hyperledger Fabric; filed for
insolvency June 2022 after shareholders
declined further funding [116].

No — failed
despite passing
S1–S3

Marco Polo
(trade finance)

Network of some thirty banks on a
common platform; no participant bank in
control.

Neutral consortium —
deploy.

Deployed on Corda; entered insolvency
February 2023 with unfunded
liabilities [117].

No

Contour
(trade finance)

Owned by eight competing banks; operator
independent of any one of them.

Neutral consortium —
deploy.

Deployed on Corda; wound down late 2023
as shareholders withdrew; reported volumes
of the order of hundreds of transactions per
year [118].

No

B3i
(insurance)

Consortium of major insurers and
reinsurers; no single-member control.

Neutral consortium —
deploy.

Ceased trading July 2022 after a failed
funding round [119].

No

Source: authors’ coding from public records under the same ex-ante structural rule. These four cases were selected adversarially — because they should stress the
screen — and they do. Mechanism of failure, coded per case: in all four, violation of the Equation (3) participation constraint under voluntary adoption — dispersed
users and shareholder banks declined to route volume — rather than any structural defect the necessity questions test. All four are trade-finance or insurance platforms;
the domain-transfer argument and its limits are stated in the text.

This relocates the Cat Lai pilot honestly. On the structural
facts, Cat Lai resembles GSBN’s position — competing par-
ticipants, no accepted neutral keeper — but it equally resem-
bles we.trade’s position, and what separated those two out-
comes was adoption, not structure. The screen’s answer for
Cat Lai is therefore conditional: S1–S3 are passed on cur-
rent institutional facts, and S4 is undetermined until bind-
ing routing commitments exist for each essential participant
class, a reference-class forecast being admissible only as a

bridge (Section 4.2). The framework accordingly withholds
the deploy verdict rather than issuing it — which is the behav-
ior a screen “willing to reject its own object” should exhibit
at exactly this point. Were a mandated neutral vehicle to be
constituted, the pilot would move to the TradeTrust–Portbase
branch and the screen would return “do not deploy” at S1;
were the commitment round — or its reference-class bridge —
to fall short of Q(be), it would return “do not deploy” at S4.
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Figure 5. Monte Carlo evaluation of the break-even rule of Equation (2): (a) sensitivity of the break-even event volume to each parameter; (b)
probability of clearing break-even as a function of adopted event volume — the S4 question — with the realized scale of the failed consortia
of Table 7 and the Cat Lai terminal volume marked
Source: authors’ simulation (60,000 draws, fixed seed). Ranges are illustrative and sourced, not measured at Cat Lai; minutes saved per event and value of time are
estimates. The simulation evaluates the robustness of the decision rule, not the profitability of an actual deployment.

The limitations of this evaluation must be stated as plainly
as its results. All nine cases are retrospective and their out-
comes were known when they were chosen; the coding, al-
though fixed by an ex-ante structural rule, was performed
by the authors rather than by independent coders; borderline
judgements remain — whether the Archipels consortium is
fully neutral among its members is arguable; and the S4 repair
owes the prospective test committed to in Section 7.2. Multi-
case checking of this kind is formative, artificial, ex-post work
in the sense of Venable and colleagues; it has raised one gen-
uine negative result and forced one disclosed repair, but it
does not substitute for the naturalistic evaluation specified in
Section 7.2.

5.6. Cost-Model Sensitivity Evaluation
Criterion CE3 concerns the cost rule, not the cost figures. Be-
cause no deployment exists, no parameter can be measured;
what can be evaluated is whether the decision rule of Equa-
tion (2) is robust, which parameters govern it, and — the
question Table 7 forces — what the rule says when adoption,
rather than capacity, is treated as the uncertain quantity. Each
cost and benefit parameter was assigned a triangular distri-
bution over a sourced range (node hosting, integration, gov-
ernance, and onboarding costs from vendor and compliance
price points; dispute cost from demurrage-and-detention fig-
ures; the two benefit-side timing quantities — minutes saved
per event and the value of time — flagged as estimates).
Adopted volume was then modelled two ways: conditional on
full terminal adoption, as a triangular distribution around Cat
Lai’s laden-import volume; and under an adoption-agnostic
prior, log-uniform from 500 events per year — the order of
magnitude the failed consortia of Table 7 actually realized —
up to full terminal volume. 60,000 Monte Carlo draws were
taken under a fixed seed. Figure 5 reports the result.

Four findings follow, and none of them is a currency
amount. First, the rule itself is robust in the conditional
sense: the break-even volume (median approximately 14,000
events per year, interquartile range 9,000–20,000) amounts to
roughly one percent of Cat Lai’s laden-import volume (me-
dian 0.9%, interquartile range 0.6–1.4%), so conditional on
adoption at terminal scale net benefit is positive across the
sampled parameter space. Second — and this is the find-
ing Table 7 makes decisive — the conditional result is not
the decision-relevant one, and the decision-relevant quantity
turns out to be a regime, not a number. Under the voluntary-
adoption prior the probability of negative net benefit is 0.41 —
but this figure must be read for what it is: a property of the
prior, not of Cat Lai. It moves with the prior’s lower bound
(0.51, 0.41, and 0.29 for lower bounds of 100, 500, and 2,000
events per year respectively), which is exactly the behavior of
a statement of ignorance about adoption. Under a mandated-
channel regime — the operator designates the channel and
volume approaches terminal throughput, as Cat Lai’s ePort
already does for the electronic delivery order — the proba-
bility of negative net benefit is zero to four decimal places.
Mandatability, however, is not a free lever but an endogenous
variable: at Cat Lai the party able to mandate the channel is
either the incumbent — the participant most likely to violate
Equation (3) — or a public vehicle whose constitution would
flip S1 and return “do not deploy”; the mandated-regime re-
sult therefore describes a boundary of the analysis, not a de-
sign option available to a screen-passing consortium. The eco-
nomically decisive variable is therefore which regime obtains:
mandatability of the channel, together with the binding com-
mitments S4 now requires. At volumes of the order Contour
reported for the consortia of Table 7 — hundreds of events per
year [118] — the probability of clearing break-even is zero to
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four decimal places; the S-curve of panel (b) shows the tran-
sition, with its midpoint at the ∼14,000-event median. Third,
the tornado in panel (a) shows that break-even is governed by
the dispute-side parameters — the dispute rate, the fractional
dispute reduction, and the cost per dispute — far more than
by node, onboarding, or integration cost; the economic case
rests on dispute avoidance, which sharpens indicator K3 into
the quantity a real pilot must measure first. Fourth, the num-
ber of nodes and the onboarding cost are near-irrelevant to the
break-even threshold — but this must not be read as license
to enlarge the consortium freely, because onboarding cost op-
erates on the other side of the S4 question, through each par-
ticipant’s willingness to route volume at all (Equation (3)).

The evaluation cuts against a naive reading of the frame-
work as well as for it — in both directions. Against the
technology-first reading: a workflow can need distributed con-
trol and still destroy value if adoption stalls, which is how four
structurally sound consortia died. Against this paper’s own
first instinct: the conditional result — net benefit positive in
every draw — is the number a designer is tempted to report
as the finding, yet treating capacity as if it were adoption is
precisely the error the graveyard exposes, which is why the
adoption-agnostic analysis is reported alongside it. The falsi-
fier of Section 5.3.3 stands and gains a companion: an operat-
ing port community system whose governance cost does not
rise with the number of datasets would disconfirm the cost
structure, and a deployment that clears break-even from a vol-
ume forecast that S4 rejected would disconfirm the viability
gate. Like the multi-case analysis, this is a formative probe on
modelled inputs; it cannot stand in for the instrumented pilot
of Section 7.2, whose first task is to replace these ranges with
measured values.

5.7. Benchmarking Against Alternative Frameworks
Criterion CE4 asks what the framework adds. It is eval-
uated by structured comparison with the nearest refer-
ence works in both relevant families: the do-you-need-a-
blockchain decision trees, which are the direct prior art
of Layer 0 [87], [88], [89], and the three nearest design
frameworks — the governance-driven blockchain refer-
ence architecture (BGRA) of Liu and colleagues [84], the
stakeholder-aligned design method of van Engelenburg and
colleagues for business-and-government information shar-
ing [85], and Kumar’s analysis of GDPR-compliance chal-
lenges for blockchain systems [86] — across the design
concerns this paper claims as distinctive. Two scope limits
on this comparison are structural rather than incidental: the
concerns compared are selected by the authors from their
own paper, and the scoring is the authors’ own — so the table
can show coverage of the claimed concerns, never a neutral
quality ranking; and, as noted after the table, each comparator
is stronger than the present framework on the axis for which
it was built, including the one axis a design-science reviewer
weighs most — van Engelenburg and colleagues validate
their method in use, which this paper has not.

Read fairly, Table 8 shows the framework’s contribution
to be integrative scope rather than depth, and the comparison
would mislead if the comparators’ strengths went unstated.

The decision trees are simpler, more general, and far more
widely used than Layer 0, and they established the necessity
question this paper inherits — what they lack is precisely
and only the strongest-null test, the institutional examination
of the keeper, and the economic and legal tiers added here.
The BGRA offers a far richer catalogue of reusable archi-
tectural patterns and a formal reference architecture that this
framework does not attempt; van Engelenburg and colleagues
ground their method in empirical government-industry data-
sharing cases and validate it in use, whereas the present eval-
uation is artificial; Kumar treats specific GDPR mechanisms
in more doctrinal detail than the data-governance dimension
here. The framework does not replace these works — it in-
herits their architectural and stakeholder machinery and adds
what they leave implicit: a necessity gate that can decline
blockchain, provision-level legal responsiveness across juris-
dictions including a non-EU emerging one, a competition di-
mension, and a cost rule that prices the framework’s own com-
pliance apparatus. That combination, rather than any single
column, is the distinctive claim.

Taken together, the three episodes give a mixed and there-
fore credible verdict on the criteria fixed in Section 5.4: the
multi-case analysis supports CE1 on nine platforms, supports
the design half of CE2 in nine of nine cases, and fails the
survival half of CE2 in four of nine — the negative result
that forced the S4 repair; the simulation supports CE3 for the
decision rule while showing that the binding uncertainty is
adoption rather than cost; and the benchmark supports CE4
on the authors’ own selected concerns, with the self-scoring
caveat stated above. These are formative, artificial, ex-post
probes at the weakest tier of the FEDS hierarchy. They leave
the framework better tested than a demonstration would —
one criterion failed, one repair was forced and disclosed —
but they neither require nor supply the naturalistic evalua-
tion that Section 7.2 sets out, and the two should not be con-
flated.

6. Discussion
6.1. Theoretical Implications
The framework’s theoretical contribution should be stated at
the level the evidence supports. The layered form is inher-
ited from the law-and-architecture tradition and the claim to
novelty does not rest on it. What the analysis adds is that
legal variation, when read at the level of individual provi-
sions rather than of regimes, is a generative input to de-
sign rather than a constraint on it: the same five dimensions
applied to three legal environments produce three materi-
ally different design postures, and the differences are not
reducible to strictness. Singapore is more enabling on evi-
dentiary validity but no less demanding on accountability;
the European Union is more demanding on data governance
and, since the lapse of the consortia block exemption, on
competitive conduct; Vietnam is enabling on electronic trans-
actions while preserving sector-specific priority, which pro-
duces a design posture that neither of the other two im-
plies.
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Table 8. Coverage of distinctive design concerns across the framework and its nearest alternatives

Design concern

Decision trees
(Wüst–Gervais; NIST;
Pedersen) BGRA (Liu et al.) van Engelenburg et al.

Kumar
(GDPR) This framework

Necessity gate that can
reject blockchain
(Layer 0)

Yes — the family’s defining
feature; null alternative is a
conventional database

No — presupposes a
blockchain is to be built

Partial — assesses
stakeholder fit but has
no reject gate

No Yes — necessity against
the strongest null (S3),
institutional S1, economic
S4

Provision-level legal
responsiveness across
jurisdictions

No No — governance patterns,
jurisdiction-agnostic

Partial — requirements
from stakeholders, not
legal provisions

Single
regime
(GDPR)

Yes — five dimensions
coded across three legal
orders

Competition / antitrust
dimension

No No No No Yes — Article 101 TFEU
and the Law on
Competition (D5)

Operator neutrality as
an architectural
precondition

Partial — asks whether a TTP
“can be used,” in the abstract

Implicit in
decentralization patterns

Partial — stakeholder
alignment

No Yes — examined against
named candidate keepers
with mandates

Cost / viability decision
rule

No No No No Yes — Equations (1)–(3);
S4 in commitment form

Emerging (non-EU)
jurisdiction
application

No No — generic No — EU e-government No — EU /
GDPR

Yes — article-level
Vietnamese instruments

Source: authors’ analysis. Coverage is judged for the distinctive concerns of this paper; it is not a measure of overall quality (see text).

The second implication concerns the boundary of the
framework’s own explanatory ambit. Adding a competitive-
conduct dimension and a necessity screen makes explicit
that lawfulness is only one of the constraints binding on a
port-community consortium; the TradeLens evidence, tested
across nine platforms in Section 5.5 — including four neutral
consortia that satisfied every structural condition and failed
for want of adoption — indicates that neutrality of the oper-
ating entity and reachable adoption volume bind earlier, and
the second of these is now screened explicitly at S4. A legal-
responsive framework is therefore best understood as neces-
sary infrastructure for a viability argument rather than as a
viability argument in itself, and Section 4.6 states the bound-
ary conditions under which it applies.

6.2. Practical Implications
For practitioners, the framework yields four operative rules.
First, run the Layer 0 screen and be willing to accept its nega-
tive answer; the cost asymmetry identified in P1 applies to the
technology choice itself, not only to compliance features. Sec-
ond, treat salt and key custody as a governance appointment
with named holders and a documented destruction procedure,
because in a salted-hash architecture the erasure obligation
is discharged there and nowhere else. Third, settle operator
neutrality and the smallest participant’s onboarding cost be-
fore settling the data schema, since both are effectively frozen
with the charter. Fourth, automate only reversible events un-
til the evidentiary status of consortium-issued documents in
administrative proceedings has been tested in practice.

For policymakers in emerging jurisdictions, the single
most actionable implication is institutional rather than techno-
logical, and it deserves to be stated first: constituting a man-
dated neutral convener for port-community coordination —
a port-authority or public-mandate vehicle accepted by all
competing participants — would simultaneously close the

S1 window (making a blockchain unnecessary) and deliver
most of the coordination benefit this paper analyzes, at a frac-
tion of the cost. The framework’s highest-value output for
Vietnam is thus a specification of the institution worth build-
ing, not the technology. Beyond this, the analysis suggests a
sequencing point: enacting MLETR-based legislation is of-
ten presented as the decisive step for digital trade, but the
Vietnamese case shows that the binding constraint may lie
elsewhere — with electronic transactions already broadly en-
abled, the marginal gain from further general enabling legisla-
tion is smaller than the gain from clarifying the admissibility
of consortium-issued records in administrative and customs
proceedings, and from providing a competition-law safe har-
bor or guidance for neutral port-community data-sharing ar-
rangements.

6.3. Why Legal Compliance is Necessary but Not
Sufficient
It is worth stating plainly what the failure evidence implies
for a paper of this kind. TradeLens was not stopped by a reg-
ulator. It was stopped because competitors would not join a
platform controlled by one of their number and because the re-
sulting participation never reached commercial viability [7],
[8], [9]. A framework that produced a fully compliant design
for such a platform would have produced a compliant failure.
The response adopted here is not to abandon the legal-design
program but to bound it: the framework specifies what law-
fulness requires, states in Section 4.6 the conditions outside
its scope that must independently hold, and incorporates the
two that are architecturally expressible — operator neutrality
and bounded onboarding cost — as design constraints rather
than as contextual observations.

This leaves a narrow boundary condition, which the frame-
work states rather than conceals — and it should be acknowl-
edged that the boundary is, at bottom, a single institutional
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variable viewed from two sides: S1 and S3 both turn on
whether a neutral party trusted by all competing participants
exists, so the screen’s necessity questions collapse into one
institutional fact plus the multi-party-writing test of S2. A
permissioned blockchain is indicated only where a neutral
convener is acceptable enough to the participants to coordi-
nate the consortium, yet not trusted enough — by those same
competing participants — to keep a single threshold-signed
log even under independent attestation; where a fully trusted
neutral keeper can be constituted, the screen is satisfied at S1
and returns “do not deploy”; where no convener is accept-
able even to coordinate, the consortium does not form at all.
The window in which replication is the correct answer is thus
real but bounded on three sides — bounded above by insti-
tutional maturity (a trusted keeper closes it), bounded below
by coordination failure (no consortium forms), and bounded
economically by adoption (S4 withholds deployment where
committed volume cannot clear break-even, the side on which
the four consortia of Table 7 perished). The claim that follows
must be stated in its falsifiable form rather than as a slogan:
the window requires the conjunction of four conditions — no
trusted keeper constitutable, genuine multi-party writing, in-
sufficiency of both a threshold-signed log and an interoper-
ability standard, and committed volume above break-even —
each individually uncommon; how large a share of workflows
at any given port falls outside the conjunction is an empirical
question, and the pilot’s first phase should include the work-
flow census that answers it. A census finding that a majority of
workflows at a surveyed port satisfy all four conditions would
disconfirm the rarity claim. That the window is bounded in
this structural sense is not a defect of the framework; it is the
framework’s central structural finding, and it is the respect
in which the framework tightens rather than repeats the 2018
decision-tree consensus. We take a framework whose screen
can return a negative verdict against a live pilot to be more
useful than one built only to endorse deployment: the contri-
bution is a decision procedure willing to reject its own object,
and the Cat Lai analysis is offered as much as a demonstra-
tion of that willingness as an endorsement of any particular
deployment. Applied retrospectively to the very platform that
motivates this paper, the screen yields a negative result that
the historical record supports: TradeLens fails S1, because no
keeper neutral to its competitors was available, so the frame-
work would have counselled against a competitor-controlled
ledger before any compliance work began. That the screen re-
turns “do not deploy” on the best-documented failure in the
field is a first analytical check that it discriminates rather than
rationalizes; Section 5.5 generalizes that check to nine real
platforms, and the naturalistic evaluation specified in Section
7.2 remains the necessary next step.

7. Conclusion
This paper has developed a legal-responsive framework, com-
prising a necessity-and-viability screen (S1–S4) and four cou-
pled design layers, for permissioned blockchain deployment
in port communities, grounded in design science research,
functional comparative law, and blockchain governance the-
ory. The framework treats legal compliance as an upstream

design variable rather than a late-stage overlay, makes explicit
the vertical dependencies among the Legal, Governance, Ar-
chitectural, and Operational layers, and embeds a materiality-
based adaptation mechanism for responding to regulatory
change over time. The comparative application across Sin-
gapore, the Netherlands and the European Union, and Viet-
nam demonstrates that the same analytical instrument pro-
duces different but structured design consequences across le-
gal environments — reflecting differences in data protection
regimes, electronic trade law maturity, cybersecurity obliga-
tions, competition-law exposure, and institutional coordina-
tion models.

The principal theoretical contribution is narrow and cor-
respondingly well supported: the premise that legal pro-
tection must be inscribed in architecture is inherited from
Lessig and Hildebrandt and the layered form from blockchain-
governance scholarship, and what is added is the treatment
of provision-level legal variation as a generative design in-
put, a screening gate that permits the framework to reject
blockchain deployment, and an article-level reading of the
Vietnamese instruments that yields three propositions —
conditional localization, dataset-level role allocation, and
coordination-rail rather than title-rail deployment — which
the existing comparative literature cannot express. The com-
parative application further shows that frameworks devel-
oped primarily for mature port ecosystems require substantive
adaptation when applied to emerging contexts.

The three research questions can now be answered directly.
On RQ1, jurisdictional legal differences influence architec-
ture and operations through the five dimensions of Table 2,
which the comparative application shows to generate materi-
ally different — not merely stricter — design postures. On
RQ2, the legal-technical trade-offs are mitigated by the map-
pings of Table 3, by the salted-hash and secret-lifecycle dis-
cipline of Section 4.4.1, and by confining automation to re-
versible events. On RQ3, a permissioned blockchain is the ap-
propriate instrument only where the Layer 0 screen is passed;
for the Cat Lai workflow, S1–S3 are passed on the current in-
stitutional facts while S4 — the viability question the multi-
case evaluation forced into the screen — remains undeter-
mined until binding routing commitments exist, so the frame-
work’s answer is conditional rather than an endorsement, and
a change in the institutional facts or a failing commitment
round would each withdraw it. Two implications deserve em-
phasis beyond the framework itself: for emerging jurisdic-
tions, the binding constraint on digital trade may be the ad-
missibility of consortium-issued records and a competition-
law safe harbor rather than the enactment of further enabling
legislation; and, methodologically, because the governance
cost C(gov) enters the denominator of the deployment deci-
sion, the framework prices its own prescriptions rather than
treating compliance as free.

Amid the conditionals that honesty requires, what this pa-
per asserts unconditionally should be listed plainly: (i) the
article-level reading of Vietnam’s 2018–2025 instruments
and the three propositions it yields — conditional local-
ization, dataset-level role allocation, coordination-rail rather
than title-rail — stand on the public texts of the instruments
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and on nothing else in this paper; (ii) the necessity question is
inherited from the 2018 decision-tree literature, and Layer 0’s
tightening of it — strongest-null S3, institutionally examined
S1, commitment-form economic S4 — is a specific, named
extension of that prior art; (iii) the deploy window is bounded
on three sides by the stated institutional and economic condi-
tions, a structural claim independent of any census result; and
(iv) competitive conduct is operationalized as a design dimen-
sion, which no compared framework or decision tree provides.
Everything else in the paper is conditional, and is labeled as
such where it appears.

7.1. Limitations
Several limitations bound the scope and validity of the find-
ings. First, the framework is conceptual and has not been val-
idated naturalistically through deployment or observational
data from operating port community systems. It has, however,
been subjected to formative artificial ex-post probes — multi-
case analysis against nine independent platforms, Monte
Carlo simulation of its cost rule, and benchmarking against
competing frameworks, each scored on criteria fixed in ad-
vance (Sections 5.4–5.7). These probes establish internal co-
herence, external consistency of the necessity questions with
adopted designs, and comparative distinctiveness; they also
produced one negative result — the screen as originally con-
structed did not predict survival, four neutral consortia hav-
ing failed for want of adoption — which forced the S4 re-
pair disclosed in Section 4.2. Because S4 was added after
the evidence that motivated it, its ex-post consistency is a hy-
pothesis awaiting a prospective test, not a confirmation; and
none of this establishes efficacy in a live socio-technical set-
ting. Naturalistic evaluation therefore remains the outstand-
ing validation step. Second, the legal analysis reflects instru-
ments and authoritative guidance in force as of 15 July 2026;
blockchain-relevant regulation is evolving rapidly in all three
jurisdictions, and the framework’s own materiality workflow
did not anticipate the replacement of Decree 13/2023 by the
Law on Personal Data Protection 91/2025, although that law
was enacted through a public legislative process more than
a year before this manuscript’s cut-off. We report this as the
framework’s first negative test result rather than conceal it:
it shows that monitoring instruments in force is insufficient
and that horizon-scanning of published drafts and bills is re-
quired — a step now added to the monitoring stage of Fig-
ure 3 — and it is a further reason to state the legal cut-off
date explicitly in any application of the framework. Third, the
comparative application relies on publicly available legal and
institutional sources; primary data from port operators, cus-
toms agencies, or consortium participants was not collected,
and practitioner perspectives on feasibility and implementa-
tion constraints are therefore absent. Fourth, the framework
addresses permissioned blockchain specifically and does not
extend to public or hybrid chain architectures. Fifth, no pa-
rameter values measured at Cat Lai are supplied for the cost
model of Section 5.3.3; the Monte Carlo of Section 5.6 ex-
ercises Equation (2) on illustrative sourced ranges, not site
measurements. Sixth, the competitive-conduct dimension is
developed at the level of the prohibitions and guidance iden-

tified; it is not a full competition-law analysis, and no formal
assessment under Article 101 TFEU or the Law on Compe-
tition is offered. Seventh, the requirement to localize ledger
data constrains the consensus topology: confining validating
nodes to domestic infrastructure to satisfy the Law on Data
reduces the pool across which write authority is distributed,
so data sovereignty and Byzantine-fault resilience trade off
against each other in a way this conceptual treatment iden-
tifies but does not quantify. Eighth, the salted-hash architec-
ture concentrates erasure and re-identification power in salt
custody, which is therefore a single point of privacy fail-
ure; the mitigation is procedural — threshold secret-sharing
among independent holders and witnessed destruction — and
the residual re-identification risk is a hard limitation rather
than a solved problem. Ninth, the operator-neutrality precon-
dition presumes a market of competing private operators of
the kind European competition law contemplates; where the
incumbent operator is a state-linked enterprise, as at Cat Lai,
whether the imported notion of “competitor” applies is a ques-
tion of Vietnamese law and industrial organization that this
framework flags but cannot resolve, so its applicability to
state-dominated port sectors is a scope condition, not an as-
sumption that may be silently carried over — and the state-
directed scenario compounds it: a state that can both con-
stitute the keeper (flipping S1) and mandate adoption (sat-
isfying S4 by fiat) collapses the voluntary-market logic on
which the screen’s discriminations rest, a branch this paper
flags but does not analyze. Tenth, the legal analysis through-
out is of law on the books; enforcement practice — how con-
sistently the data-protection, cybersecurity, and competition
regimes are applied to port-sector incumbents in practice —
is not observed, and a compliance-heavy design posture is
justified only to the extent that enforcement is real, which is
itself an empirical premise the pilot should record. Eleventh,
the multi-case sample contains no port-coordination platform
that failed for want of adoption; the transfer of the S4 lesson
from voluntary-usage trade-finance networks to the port do-
main rests on the mechanism argument of Section 5.5 and is
a flagged assumption, testable by the pilot itself.

7.2. Future Research Directions
Five research directions follow directly from these limitations,
and the first is now specified in enough detail to be executed.

1. Naturalistic evaluation of the artifact, with a com-
mitment that prevents indefinite deferral. The formative
probes of Sections 5.4–5.7 should be complemented by nat-
uralistic evaluation: a two-round Delphi or expert-panel as-
sessment involving carrier and terminal legal counsel, cus-
toms officials, trade-finance bankers, and competition prac-
titioners, scoring the framework against criteria fixed before
the assessment begins, followed by the instrumented pilot be-
low. So that this step is not deferred indefinitely — the stand-
ing risk of any conceptual artifact whose only decisive test
requires a deployment — the S4 gate is bound to a concrete
default: the first act of pilot design must be to seek binding
routing commitments from each essential participant class,
and if commitments satisfying S4 cannot be obtained during
pilot design — with a reference-class forecast in Flyvbjerg’s
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sense [96] admissible only as a bridge, never as a substitute —
the framework’s own verdict for Cat Lai becomes “do not de-
ploy,” recorded as such. An incumbent’s refusal to commit is
itself a datum: it is observable evidence on the Equation (3)
constraint, not a gap in the record. This is the step that would
move the framework from artificial to naturalistic evaluation
in the sense of Peffers and of Venable [91], [92].

2. Instrumented pilot studies. Pilot studies should test the
framework with observed workflow data from port commu-
nity systems, customs interfaces, and carrier platforms, using
the indicators specified in Table 5 and reporting the retrofit-
cost ratio that tests Proposition P1.

3. Standardized contractual instruments. Future work
should develop standardized clauses for smart-contract fall-
back, governing law, evidence retention, and liability alloca-
tion in cross-border port operations, together with model salt-
custody and competition-compliance provisions, translating
the governance layer into reusable legal instruments.

4. Quantitative evaluation models. Quantitative models
are needed to compare compliance costs, interoperability
gains, and security trade-offs across alternative node and data-
storage designs, providing the parameter estimates that Equa-
tions (1) and (2) require.

5. Vietnam-specific implementation studies. Implemen-
tation studies should examine how the Law on Electronic
Transactions 2023, the Law on Personal Data Protection
91/2025 and Decree 356/2025, the Law on Data 60/2024,
and cybersecurity enforcement practice interact in real port
operations — particularly regarding data localization require-
ments, consent management workflows, the treatment of port-
community data sharing under the Law on Competition, and
the admissibility of blockchain-based port documents in ad-
ministrative and legal proceedings.
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Appendix A. Instrument-by-Dimension Coding
Matrix
Table A1 reports the corpus of legal materials coded in Phase
1 and the provisions coded against each analytical dimen-
sion of Table 2. Entries give the operative provisions where
the instrument speaks to the dimension; “silent” records that
the instrument does not address the dimension, and is re-
ported rather than inferred. This appendix makes the coding
described in the methodology checkable provision by provi-
sion, rather than leaving it as a described but unexhibited pro-
tocol.
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silent

Art. 101 TFEU and
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(2023)

silent silent silent silent Information
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competitors
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Exemption Reg. 906/2009

silent silent silent silent Expired 25 Apr.
2024; no safe harbor

PDPA (Singapore) Purpose limitation,
accountability, transfer
limitation

silent Accountability
obligation

Protection
obligation

silent

Electronic Transactions
Act (Singapore, as
amended 2021)

silent Electronic transferable
records; MLETR
alignment

silent silent silent

UNCITRAL MLETR
(2017)

silent Functional equivalence of
transferable records

silent Integrity and
reliability
requirements

silent

PIPL (China) Cross-border transfer,
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silent Processor obligations Security
assessment

silent

Law on Cybersecurity
2018 (Vietnam)

Art. 26 user-data duties silent Cooperation duties Art. 10 important
systems; Art. 26

silent

Decree 53/2022/ND-CP
(Vietnam)

Data categories; local
storage on request

silent silent Log retention;
lawful access

silent

Law on Personal Data
Protection 91/2025/QH15

Roles; purpose limitation;
subject rights; transfer

Consent records as
evidence of lawful basis

Controller / processor
/ third-party duties

Protection
measures

silent

Decree 356/2025/ND-CP
(Vietnam)

Impact assessment;
outbound-transfer dossier

silent Data-protection
personnel duties

Procedural
safeguards

silent

Law on Data
60/2024/QH15 (Vietnam)

Art. 23 transfer of core
and important data

silent National integrated
database duties

Data-security
duties

silent

Law on Electronic
Transactions 2023
(Vietnam)

silent Arts. 8–11 data messages;
Arts. 22–23 signatures; Art.
1 carve-out

silent Integrity and
accessibility
conditions

silent
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silent silent
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